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Secure Sensor Hub
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Using industry standard practices to improve Internet of Things security.

Background
● The Internet of Things (IoT) refers to simple, everyday
items that are connected to the Internet.
● Around 80% of IoT devices lack strong password
protection1.
○ Devices can be easily compromised.
● The October 2016 Mirai DDoS attack made many
internet services inaccessible to millions of Internet
users2.
○ These types of attacks leverage a lot of infected
devices to disrupt the internet, and will only grow
more intense as IoT devices become more popular.
● IoT devices pose a serious threat to consumer privacy;
○ Shodan.io, an online service, can look through
millions of compromised IoT cameras on
unsuspecting users.

Initial Design for Proof of Concept
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● Solution based on Arduino Yun
○ Advantages
■ Easy to get started
■ Many online resources available
○ Disadvantages
■ Processing power too limited
■ Complicated interfaces
■ Unable to program radios
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Figure 1. Projected growth
in the IoT industry predicts
that upwards of 50 billion
devices could come online
by 20203.
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First hardware iteration Arduino Yun Hub (left) and sensor (right).

Final Design to Implement Full Solution

Goal
To design, develop, and build a secure hub
that will connect to sensor devices using a
low-power network; the hub will use WiFi to
communicate with the user via a web
interface.

Observations

● Successful Security Ideas
○ Sensor isolation
○ Secure credentials required
○ Security focused OS
● Unsuccessful Project Ideas
○ Too many system types
○ Trusting 3rd party resources
○ Xbee firmware
○ Snap software deployment
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Reflection and Conclusion
Industry Takeaways

Project Takeaways

● Securing IoT devices is and will continue to be ● Too much reliance on third party software is a
incredibly important to consumers and the
mistake.
Internet.
○ Our project failed to realize our goal due to
● Securing IoT devices is challenging and spans
software incompatibilities on our Hub.
many different knowledge domains.
● Ubuntu Core is an exciting development for IoT
○ Unilateral approaches are ineffective.
security but it isn’t ready for widespread
● In order to meet the security needs of this
deployment yet.
growing market, cooperation is required:
○ We were hamstrung by the difficulty of
○ Regulatory agencies should require devices
developing and deploying software for this
to have rudimentary security.
new Operating System.
○ Industry leaders should establish simple and ● Our core concept still stands as an effective
secure specifications.
way to add security.
○ Manufacturers should use security best
○ Isolating sensors from the Internet is an
practices.
effective way to mitigate common attacks on
IoT devices.

● Raspberry Pi 3 and Ubuntu Core
○ Advantages
■ Secure Operating System
■ Able to program radios
■ Simpler interfaces
○ Disadvantages
■ Hard to deploy software
■ Limited 3rd party support
■ Extremely limited resources

Final hardware iteration Raspberry Pi 3 Hub (left) and sensor (right)
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