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EDITORS’ NOTE

2020 has not been a kind year, least of all in the realm of world affairs.
In January, Iran and the United States nearly came to blows over the killing
of the Quds Force’s Qassem Solemani. In February, the New York Times
retracted breaking news that a Russian airstrike had killed Turkish soldiers
in favor of using language describing “pro-Syrian government forces.” In
March, lock-downs to stem the tide of novel coronavirus (COVID-19)
infections were instituted across the United States and remain in varying
forms even as this edition is released. The events surrounding the pandemic
have totally upended “normality” in the United States and the rest of the
world. Indeed, world affairs have begun to untether so convincingly from
“business-as-usual” that it often seems they might never return to normal.

And during these uncertain times, global actors have seized the
moment. China, eager to prove itself as a public health leader rather than
negligent bystander to the pandemic’s origin, has engaged in an aggres-
sive, global propaganda campaign. In a similar vein, Russia—contraposing
a now long-bygone era of security cooperation and rapprochement with the
West—has engaged in its own campaign to discredit U.S. and European
institutions.

Inside the United States—amidst a growing pandemic death toll—
political and racial tensions have boiled over, leading to mass protest in
cities across the country. The tensions underlying this unrest have produced
an America incoherent in its aims abroad and unsure of how to put America
first in an increasingly chaotic world. In the absence of willing hegemonic
leadership, the global community searches for steady ground.

Enter the Summer 2020 edition of 7he Fletcher Forum of World Affairs.
In our Winter counterpart, we explored the largely collapsing state of the
international rule of law. However, if the above snapshot of current-year
affairs and COVID-19 uncertainty is any portent of what is to follow, the
global order this rule of law was built upon may look quite different from
what we have grown accustomed to.
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The first of our contributors, SASCHA-DOMINIK DOV BACHMANN,
DOOWAN LEE, AND ANDREW DOWSE assess the virus directly in a
Perspective which covers China and Russia’s use of COVID-19 as a weapon
in an increasingly convergent toolkit for information warfare. An interview
with CLINT WATTS similarly explores the recent evolution of information
warfare, explaining disinformation-as-statecraft from the perspective of his
many years of government service.

In an assessment of soft power theaters, DOUGLAS FARAH and
CAITLYN YATES write of the “new normal” that characterizes modern
Great Power competition in Latin America, arguing that while the region is
accustomed to incursions by Russia and the U.S., China’s entry has bene-
fited directly from clash-induced fatigue. WENDY ROBINSON assesses how
China’s “Trojan Dragon” Balkan strategy may find it must clash or recon-
cile in some way with the European Union’s desire to pull the region more
firmly into its orbit.

Finally, and turning partially to the United States, the illustrious
Ambassador THOMAS PICKERING (ret.) unpacks the changing state of
U.S.-Russia relations, explaining that while there are parallels between the
Cold War and current affairs, there is still fertile ground for both mutual
cooperation and diplomacy. An interview with Fletcher's own former
Chairman of the Joint Chiefs of Staff, General JOSEPH DUNFORD (ret.),
imparts characteristically different wisdom on the changing nature of mili-
tary and technological competition from the American perspective. Finally,
ALI WYNE resoundingly deconstructs the phrase itself, writing that Great
Power competition may offer entirely unhelpful guidance to the United
States as the tectonics of global politics shift ever further away from its
shores.

In these troubled times, your readership of this edition quite literally
means the world to 7he Forum, and we hope you enjoy this edition as much
as we took solace in putting it together.

LUKAS P. BUNDONIS EVAN B. CORCORAN
EDITOR-IN-CHIEF MANAGING PRINT EDITOR
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Great Power, COVID-19,
and Our Global Future

A FOREWORD BY RACHEL KYTE

It is time to refresh and reexamine our understanding of Great Power
theory. As was the case in 430 BC, when the Plague of Athens killed almost
one-third of its population and changed the course of the Peloponnesian
Wars, COVID-19 threatens to alter the trajectory of the new Great Power
competition.

2020 may be the year when the warnings of a new Great Power
struggle seem prescient, however, rather than analyzing great powers
through the lens of their wars, won, and lost, we swapped out that lens
for one of pandemic and looming existential threats. 2020 may be the year
when the mark of a Great Power becomes its ability to win a war against a
pandemic virus.

How countries manage and protect their people and economies from
the virus is forming their collective sense of heroism (frontline workers),
sacrifice (lockdown for the common good), and identity (“together, we
can do this” mentality). Coming at a time when in the West, the identity-
forming, “good” wars of the first half of the 20" century are fading away,
the COVID-19 experience may form a powerful shared memory.

We will still distinguish Great Powers by their relative power, their
type of regime, and the quality of their leadership. But as pandemics have
shown throughout history, they can often act as accelerants of demise or
ascent. War is an ever-present danger, but together with the threats of
nuclear proliferation and cyber-attack are threats from pandemics and
climate change.

Rachel Kyte is the 14th dean of The Fletcher School ar Tufis University. Prior to
joining Fletcher, Kyte served as special representative of the UN secretary-general. In
her UN role and as CEO of SEforAll, a nonprofit public/private platform created from
an initiative of the UN secretary-general, Kyte led efforts to promote and finance clean,
affordable energy and low-carbon growth as part of the UN Sustainable Development
Goals in the context of the Paris Agreement.
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As we entered the 2020s, the decade stretched ahead of us. There
were signs of a deglobalization with Europe, China, and the United States
inhabiting different parts of an ice floe, breaking up and flowing apart.
Rather like the impacts of climate change on the poles, no one was sure
how fast and how far apart they would float. At the same time, there were
signs of concern for the global economy, as the International Monetary
Fund (IMF) warned of instability born of inequality. China’s 14" five-year
plan, due in Spring 2020, was to be the most critical climate action plan
the world was ever to see, with the hopes and aspirations of the world
bound up in the levels of ambition for their energy transition. While the
United Nation’s Sustainable Development Goals arrived at their last decade
of implementation, the blueprint for a world better than today remained
hidden beneath the surface. At the same time, two more—climate change
and pandemic disease—hid in plain sight. The Fourth Industrial Revolution
was underway, and digitalization, machine learning, and artificial intel-
ligence, if managed, offered opportunities for more inclusive and more
sustainable development.

We do not know what will come to pass as COVID-19 settles into
our world—will China recover first and advance its military and economic
strategic objectives? Will the difficulty of grappling with a novel corona-
virus, as well as the economic impacts of fighting it, reinvigorate interna-
tional cooperation and revive multilateralism? Or will we muddle along?
Watching one or more of these paths unfold will open an essential new
chapter in the way we think about Great Powers.

Since 1945, the US has been the leading military, economic, and
technological power. When there was a global crisis, the world most often
looked to Washington for leadership and solutions. The US has based its
soft power on a well-earned reputation as a pragmatic, problem-solving,
economics-minded, and technologically innovative global actor, including
in public health.

However, the United States’ international stance in response to
COVID-19, consistent with the nationalism of “America First,” has
been a disdain for, and retreat from, global institutions and agreements,
creating a power vacuum and fraying the binding ties which underpin
landmark international institutions. Despite all the evidence that absent
active global coordination, both defeating COVID-19 and restarting the
global economy will be more difficult, a narrow definition of American
self-interest has emerged fully onto the international stage.

Will China occupy the space vacated by the United States? As the
United States announced it would cut its contribution to the World Health
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Organization (WHO), China announced a modest increase. As the United
States announced it would withdraw from the WHO, China remained to
shape the response and the inquiry into WHO’s actions in the early weeks
of the pandemic’s spread. China has worked assiduously to claim as a success
its domestic management of the pandemic and its loyal support to other
nations. Combatting the virus has become an instrument of its soft power.
What has been called China’s “mask diplomacy”—delivering planeloads of
masks, protective gear, and ventilators to countries in all regions of the
world—has received mixed reviews. While many countries praise Beijing
for stepping up when others haven’, some of the supplies have been faulty.

At the same time, U.S. antagonism towards instruments of coopera-
tion on public health, blame of China for the spread of the virus, and diver-
sion of supplies of medical equipment and Personal Protective Equipment
from allies have undermined its global response. The United States moves
to block efforts to support increased financial capacity for the IMF so it may
manage requests from member countries and to stop the United Nations
Security Council from agreeing on a resolution. It simultaneously de-fangs
G20 resolutions on global health cooperation, while fumbling its G7 lead-
ership means that its allies and others openly question its standing as the
“necessary” nation. Additionally, it has seemingly been unwilling to use its
chairpersonship of the G7 to galvanize global leadership at a time of peril.

These two most prominent of today’s Great Powers has had a great
start to the pandemic. Both have been accused of at best, obfuscation and
delay, and at worst, willful manipulation and dangerous pursuit of narrowly
defined self-interest.

Both China and the United States are leaving few propaganda stones
unturned to create their narratives and counternarratives as to who has
acted honorably and competently in managing the crisis, and who is a
partner to others in managing the global response. China’s heavy-handed-
ness in creating a narrative has also ruffled feathers. The inevitable inde-
pendent review of what happened in the early weeks of the virus will test
Beijing, though its persistent quest to rewrite the narrative may be rooted
in domestic concerns, as China suffered the worst economic growth for
decades at the height of the outbreak in Wuhan.

The United States is shaping its narrative with an eye on the stock
market and other economic data in an election year. Both in China and
the United States, disquiet at home over the response to COVID-19 may
challenge the legitimacy of their respective leadership.

The United States, despite a proud history of soft power projection
in global public health, has struggled to project competence and has been
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immune to calls for deepening cooperation. The technology rivalry between
the two Great Powers has been on display in response to COVID-19 as
well. China has deployed artificial intelligence both for health surveillance
and for understanding the spread of the disease. Beijing has also used the
U.S. COVID-19 distraction as an opportunity to assert its sovereignty, in
particular, in Hong Kong, as well as to impose its claims on disputed terri-
tories in the South China Sea.

Given that no country can self-isolate or isolate others from a
pandemic or climate change, the next crisis on the horizon, will the Great
Powers find common cause?

COVID-19 hits the poorest and most vulnerable the hardest, and
recurrent waves of the pandemic will batter poorer countries harshly. The
virus will work against the self-interest of the Great Powers, not only in
providing a launching pad for the virus to return in colder months to the
northern hemisphere, but also, as the pandemic undermines progress on
poverty and economic development over the last thirty years, as a new
source of migrants. Already straining under the pressure of gaps in energy
access to healthy diets, the financial, economic, and health crises that the
pandemic has brought about threatens peace and security regionally while
posing threats internationally.

COVID-19 seems to ring the death knell for economic globaliza-
tion, accentuating the turn to nationalist policies in critical countries
and focusing Powers on their frontiers as they seek to control the virus
and realize the fragility of extenuated global supply chains. Therefore, the
bell will toll for the institutions that such globalization requires. There
would seem to be growing evidence that the rest of the world believes that
the United States is failing the pandemic leadership test, as well as the
climate and nuclear proliferation tests. Having signaled, at least rhetori-
cally, its withdrawal from international instruments of cooperation, the
United States forces others to move ahead without it. Europe, in particular,
hopes to keep the doors open for America to rejoin at some future point.
Nevertheless, as the United States vacates the international arena, China
may take the crisis as an opportunity to start setting new rules.

What would a new era of pandemic-inspired cooperation look
like? Great Power leadership would be essential for a massive COVID-19
support program, galvanizing the world to build the public health systems
almost all countries are lacking, and which could not only mitigate the
worst of this novel virus, but certain zoonotic diseases still to emerge, and
resilience to the much larger shocks as a result of climate change.

The Great Powers may usefully co-operate to ensure that the interna-
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tional financial system can withstand the unprecedented demands made of
the IMF to provide support from countries of all income levels and every
region. The solution set developed in the late 1940s may no longer be fit for
purpose in the next period, where threats can be global and concentrated
rapidly in real-time. Since the last global financial crisis in 2008, China
has grown in size and economic power and assumes a more prominent seat
at the table. China’s role as the most consequential development partner
for several countries that prefer the United States as their security partner
complicates Great Power dynamics. 2020 is a year of maximum danger, a
moment when China’s growth, coming closer to parity in economic terms
with the United States and matched with a muscular policy in the South
China sea, may, on the one hand, be paused by the economic impact of
the virus. On the other, China may use the apparent disarray of the United
States and other Western powers as a moment to exert control and project
power.

If the United States were to exercise its soft power, could the pandemic
offer a golden opportunity to reset global cooperation in preparation for
the even more significant crises on the horizon? If China were to develop
its soft power fully, could the same be true? Or will the virus serve only to
accelerate the shift to more nationalist populism and authoritarianism? A
Great Power rivalry with bared teeth may not equate to a pathway to deeper
international cooperation but may further mount tensions in contested
areas of projected power as well as in the corridors of international organi-
zations.

It’s too early to tell, but COVID-19, like the Plague of Athens,
will not leave any powers unscathed. If, in the words of Stephen Walt,
COVID-19 heralds a world that is “less open, less prosperous and less
free,” which path the Great Powers take will have enormous implications
for the future of the entire world. And whichever way we end up traveling
along post-COVID-19, understanding the relationship between Great
Powers will be critical to our analysis of a decade crucial for the furtherance

of global well-being. f
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COVID Information
Warfare and the Future of
Great Power Competition

SAscHA-DOMINIK Dov BACHMANN,
DoowaAN LEE, AND ANDREW DOWSE

ABSTRACT

The coronavirus pandemic has ushered in a golden age of information
warfare. Russia and China—the two most prominent authoritarian regimes
contraposing the liberal, rule-based international order the West has strived to
build and promote—have prospered most during the current COVID crisis.
We look at the Chinese Communist Partys (CCP) and Kremlins key COVID
information warfare characteristics and explore how they are reshaping Grear
Power competition. We conclude with some suggestions regarding resilience and
a joint counterstrategy.

Sascha-Dominik Dov Bachmann is a Professor in Law at the University of
Canberra and Fellow NATO SHAPE Asia Pacific (Hybrid Threats and Lawfare).

He is a regular contributor to NATO% Legal Advisor Web (LAWFAS). He acted as

NATO SME (Cyber and Rule of Law) for the 2011 Countering Hybrid Threats
Experiment in Tallinn, Estonia and The Hague. He is also a regular visiting lecturer
at the Australian Defence Forces Information Operations Staff Officer Course as guest
of the Directorate of Joint Influence Activities of the Information Warfare Division of
Australian Department of Defence’s Joint Capability Group.

Doowan Lee is a senior director of research and strategy at Zignal Labs who leads

collaborative research and engagements with public sector stakeholders. Before

joining Zignal Labs, Lee served as a professor and principal investigator at the Naval
Postgraduate School where he developed and executed federally funded analytic projects

on collaborative information systems and the network dynamics of ideological diffusion.

He completed his doctoral studies at the University of Chicago while interning at the

Argonne National Laboratory and the Santa Fe Institute.

Andrew Dowse AO is a former Australian Air Force two-star officer at Edith Cowan

University (ECU) in Perth, Australia. He is the head of Defence Research at ECU and
leads their Information Warfare program.
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COVID-19 AND GREAT POWER COMPETITION

COVID-19 (or coronavirus) has ushered in a new era of heightened
competition among major powers. The pandemic’s impact has far exceeded
national security and public health. In

addition to COVID-19 as a global

In addition to COVID-19 as  health emergency, we see increasing
a global health emergency, we weaponization' of the pandemic by
both the Kremlin and the CCP to
achieve strategic goals. Unfortunately,

see incredsing weaponization

of the pandemic by both our own resilience to oppose such
the Kremlin and the CCP aggressive acts remains under-matched.
to achieve strategic goals. One of the key components of
Unfortunately, our own the CCP’s strategy concerns opera-

tions in the information sphere, per
the so-called “Three Warfares’? which is
discussed later in the article. Below the
under-matched. threshold of armed conflict and taking

................................................................. place in the ‘grey Zone,, Such informa_

resilience to oppose such

aggressive acts remains

tion operations manifest as either influence operations and/or ‘strategic
preconditioning™ for any later action, both with and without the use of
force.

INFORMATION WARFARE DURING COVID-19

Great Power competition of today is evident in Western relations
with both the Kremlin and the CCP. The CCP appears determined to
shape the world to a strategic vision where it will safeguard its economic,
strategic, and security interests in Asia, the Pacific, Europe, and the Arctic
for generations to come.* Russia—its strategic partner—aims to rebuild
Russia as a ‘Great Power’ and player on the international scene with twin
foci on Europe and on where opportunities may arise for it to weaken
Western influence and interests. It should be noted that both the Kremlin
and the CCP are using concepts which we describe as either hybrid warfare
and/or grey-zone warfare, examples of which are best provided by contem-
porary Russian warfare approaches.’

Responding to the use of irregular strategies employed by the CCP
and the Kremlin, the U.S. has included the concept of Great Power compe-
tition in its national security strategy. Great Power competition entails the
distribution of relative gains with no finite terminal objectives. In this
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context, it is not hard to see how information warfare plays a critical role in
shaping how the great powers are competing in key issue areas where major
powers use weaponized narratives to sow internal discord and distrust,®
rendering their adversaries unable to focus on external threats. In other
words, the information environment has thus become one of the main
battle spaces of Great Power competition.

The need to approach information warfare from a full-spectrum
perspective is more acute than ever. While disinformation mitigation is a
critical component of information statecraft, it is 072/y a necessary compo-
nent, not the sufficient whole. Both revisionist states use digital media
platforms and other information warfare capabilities not only to consoli-
date their authoritarian rule, but also to undermine and disrupt the liberal
international order that the United States and its allies have buttressed.”
Drawing on this inspiration, other autocrats are emulating the CCP and
the Kremlin to exploit the information environment and undermine the
strategic interests of the United States.®

Authoritarian regimes further seem determined to weaponize digital
media and information technology from domestic population control
mechanisms to foreign policy tools.” Emulating the Kremlin, the CCP seems
poised to weaponize the cyber domain, as well as publicly available infor-
mation (PAI) as tools of disruption and coercion.'’ For example, the CCP
has aggressively promoted patently false narratives about the origin of the
coronavirus. In addition, it has actively promoted the Party’s public health
‘leadership’ using automated accounts, bots, and trolls, despite numerous
frauds and defects noticed in several countries.! The CCP’s COVID aid to
other countries has further been riddled with frauds, to say nothing of its
explicit use for propaganda purposes.'? Similarly, the Kremlin is exploiting
the pandemic to highlight how the European Union is failing its mandates."
While this is consistent with the Kremlin’s information operations as we
saw in the 2016 election, it has palpably escalated its propaganda efforts
during the COVID pandemic by intentionally propping up radical right
conversations that promote the dissolution of the EU."

THE CCP’S INFORMATION WARFARE DOCTRINE

Today, the CCP is focusing on the ‘cognitive’ domain of information
operations and aims to precondition the political, strategic, operational, and
tactical arenas in the short and long run. It achieves its foreign policy and
military goals through evolving strategies such as the introduction of propa-
ganda at horizontal and vertical levels and the maintenance of a very reliable

VOL. 44:2 SUMMER 2020
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and flexible apparatus in and outside of China.” It emphasizes ‘influence
operations,” which are materialized in the “Three Warfares'® (san zhong
zhanfa). In 2003, the CCP Central Committee and the Central Military
Commission (CMC) approved the concept of the Three Warfares,'” which
consists of:

Public Opinion—which intends to influence internal and external
public opinion to project a good image and reputation of China and
its interests;

Psychological Warfare—which seeks to undermine an enemy’s ability
to conduct combat operations by deterring and demoralizing enemy
military personnel, as well as supporting civilian populations; and

Legal Warfare—which uses national and international law to claim
China’s legal high ground, interests, and build international support
to precondition and change public international law in the benefit of
China’s interests.

Applied to the current COVID crisis, the CCP is taking the oppor-
tunity to further its interests, exploiting the Three Warfares, the economic
Belt and Road Initiative, and aid programs to increase influence over other
nations, especially those in the Asia-Pacific."® The CCP is also moving

ahead to shore up long-held objectives,
including Hong Kong,” the South

However, the coronavirus China Sea,” and Taiwan.?! However,
pandemic has also the coronavirus pandemic has also
demonstrated the limits of demonstrated the limits of the Three

Warfares, with widespread disbelief of

the Three Warfares, with the Chinese propaganda offering alter-

wi des]) read disbeli efof the native views of the coronavirus’ origin.
Chinese PVO]Jﬂgﬂﬂﬂlﬂ Oﬂering This has led to a Russian-inspired shift
alternative views of the of Chinese disinformation from overt
to covert.”? We have also witnessed an

coronavirus origin.
increasing tendency by the CCP to

................................................................. ounter critical maion with infarma.
tion warfare, augmented with economic coercion, notably with acts against
Australian imports.”® In sum, Beijing’s information warfare is becoming
increasingly sophisticated, powered by the use of artificial intelligence and

aimed at overall ‘thought management’.**
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KEY CHARACTERISTICS OF COVID INFORMATION WARFARE
CONDUCTED BY THE CCP AND THE KREMLIN

We define disinformation, as a subset of misinformation, as false or
misleading information that is spread deliberately to deceive. It entails three
components to unpack. First, agency as a part of a strategy. Disinformation
is intentional where misinformation can be incidental or unwitting. Second,
disinformation requires mechanisms to propagate. Intentionally designed
disruptive narratives cannot achieve intended effects unless they reach larger
audiences. Simply put, disinformation must spread to work. Third, unlike
misinformation, disinformation has discernable objectives. These objectives
range from obfuscation to distrust, disruption, and destabilization.

Of note, the trend of disinformation has not changed much as its
notion originated from the Russian word dezinformatsiya as a component
of Soviet ‘active measures” at the onset of the Cold War. However, what
is different during the COVID pandemic is the pace of disinformation
propagation. This accelerated pace appears to have three broad character-
istics. First, we notice an elevated level of politicized content. This is the
first global crisis where major powers are all messaging to promote and
advance their parochial interests, whether because of nationalism arising
from the pandemic threat, or because of the global competition each power
believes is critical to secure those interests. While international terrorism
was the last global issue major powers messaged on, most of the actual acts
of terrorism have remained localized, regional, or were not located in the
West at all,” with only a few exceptions.

Second, we note elevated levels of artificial amplification,* employed
by the CCP and the Kremlin. They appear to exploit bots, trolls, and syndi-
cated news outlets that can propagate their narratives with much more
haste than fact-checkers could anticipate. Third, we are also alarmed by an
implicit or tacit convergence of like-minded actors along ideological lines,
which appears to mirror the current political decoupling we see around the
globe. It appears Larry Diamond’s warnings about illiberal winds* at least
partially prophesied their number during the COVID pandemic.

We need to refocus on the strategic context within which we see the
rapid propagation of disinformation. Intensity of disinformation competi-
tion will stem from the actual competition among major powers. We must
also ask how we increase awareness of this competition in order to become
more resilient to its negative effects.

What is the content our adversaries are promoting when talking
about the pandemic? What are the key themes of strategic disinformation?
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What are the ‘failures’ and inherent weaknesses of democratic institutions
and societies dealing with the pandemic and its potential for exploitation
for strategic goals? How can these failures across FVEY political, military,
economic, social, infrastructure, and information domains be exploited by
this tactic through the use of diplomatic, informational, military, economic,
financial, intelligence, and legal (DIMEFIL) strategy?

We must treat disinformation as a full-spectrum problem set. We
must go beyond mitigation, become more proactive, and move from passive
defense to active defense in these domains. We must promote public-
private partnerships in the U.S. and among its partners to harvest and inte-
grate the best solutions in support of influence competition and strategic
communication. These solutions, in turn, will viably support diplomacy—
as highlighted by U.S. Secratary of State Mike Pompeo’s public support for
Australia as a strategic partner®*—and will offer concrete economic steps
such as funding of vaccines research at home and in collaboration with
partner nations.”

Countering the information warfare threat from our adversaries
must account for the vulnerabilities caused by the current pandemic and
its human and economic cost. It must also aim to actively contain and push
back on CCP’s plan for a new Global Order.”* Resembling our generation’s
greatest threat, we need to ensure that our nations are not vulnerable to
economic coercion and political interference by the CCP. Our future rela-
tions with the PRC must come from a position of unity and strength® and
not one of weakness. f
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Disinformation’s Dangerous
Appeal: How the Tactic
Continues to Shape Great
Power Politics

A CONVERSATION WITH CLINT WATTS

FLETCHER FORUM: Can you define for us what is meant by the term,
‘disinformation™?

CLINT WATTS: Disinformation is information that is deliberately created
to achieve an objective that is knowingly false. This means that the person,
the organization, the country, or the entity that is distributing it knows
that it is not true, but it’s designed to create or achieve a deliberate objec-
tive in the information space. And, actually, it is rooted in a Russian term,
“dezinformatsiya.” They invented the concept of it, which is when you
make deliberately false information and it spread everywhere. It is to be
distinguished from misinformation, which is false information that people
share unknowingly. They don’t realize that it’s false; they actually believe
it. A good example is anti-vaccine misinformation; people believe that
vaccines cause autism. To this day, many people believe that, but it has
been disproven. But the people sharing it think that that is true. They’re

Clint Watts is a Distinguished Research Fellow at the Foreign Policy Research
Institute and Non-Resident Fellow at the Alliance for Securing Democracy. He is also
a national security contributor for NBC News and MSNBC. He recently examined
the rise of social media influence by publishing his first book entitled Messing with
The Enemy: Surviving in a Social Media World of Hackers, Terrorists, Russians
and Fake News. Before becoming a consultant, Clint served as a U.S. Army infantry
officer, a FBI Special Agent, as the Executive Officer of the Combating Terrorism
Center at West Point (CTC), as a consultant to the FBIs Counter Terrorism Division
(CTD) and National Security Branch (NSB), and as an analyst supporting the U.S.
Intelligence Community and U.S. Special Operations Command.
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not deliberately trying to mislead people. Whereas, when the Russians go
after the election and try to advance conspiracies in the U.S. election space
about Trump or Clinton or Biden—that is disinformation designed to
achieve a political objective in that case.

FORUM: What is the appeal of disinformation. What is the real psycho-

logical appeal? Many times, disinformation seems too fake to be real,

but people across all manner of social media amplify it to the point of
credibility alongside well-researched accounts. Why is that?

WATTS: This is part of the research that I think has not been done very well.
And, actually, a guy named Sam Wooley, who used to work at the Oxford
Propaganda Project, talks about it—the demand for disinformation. Smart
disinformation peddlers—the Kremlin being the best at it in the game, but
political actors also being really good at it—spot things that they know
the audience wants to hear. They design disinformation to engage them,
and they know it will take off. Right now, a great example is the Bill Gates
conspiracies and the World Health Organization. The narrative goes that
there is some sort of organization or cabal—a secret elite organization that
has spread the coronavirus. That doesn’t come from Russia, but it comes
from actors that want to build that narrative. You'll see these sort of narra-
tives turned over and over and over again. One that immediately came up
was Google and Apple creating tracking around coronavirus. As soon as
I saw that, I thought, “Okay, there is demand out there amongst privacy
people and technology conspiracists that they’re being tracked everywhere
they go.” And as soon as they see that story, you're going to see disinforma-
tion being pushed. Some knowingly doing it just to track eyeballs; maybe
they want clicks on ads or that sort of thing. But others push it for a polit-
ical agenda. And then the misinformation layers on top. People believe that
they are being tracked on their phone now, and they start sharing it because
they’re worried. So, disinformation and misinformation can overlap and
amplify off of each other. And good—and when I say good I mean highly
prolific—disinformation peddlers know what the audience wants and how
to keep giving narratives or feeding narratives to confirm their beliefs.

FORUM: Can you lay out who the major state players in the disinformation
sphere are and what sort of strategies they are pursuing?

WATTS: Russia is the sort of “godfather” of disinformation. They moved
to it very deliberately, for one, to control their own internal population
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during the Soviet era—to close down information and create conspira-
cies so that they controlled a version of truth. Once the internet age
unfolded, they realized that the only thing worse than no information is
too much information. As you flood audiences with so much conflicting
information, disinformation, and things that they know to be false, people
either don’t know what to believe or fall back on their biases and start
believing what they want and what their digital tribe believes. That’s the
implicit bias. People naturally want information that confirms their beliefs
and from people that look like them and talk like them. That is why the
Russian trolls were designed to look like Americans and talk like Americans
and resurface American themes and narratives. Because, once you see that
over time, you begin to trust it and that person becomes a source. So, the
Russians are very good at it.

The Chinese have come on in recent months and years and are taking
it on. I would say they are at about a Russian level circa 2014-2015; they’re
kind of learning all the techniques. We are seeing a lot of news stories—a
lot of different political agendas in the U.S. are trying to advance this—
that China is just as bad or worse. That will be the story. They are doing
disinformation, and they are the ones to worry about over time. But they’re
not quite there yet. They will be better than the Russians eventually because
they have technology, they have the science, they have Al they have a lot of
the tools and techniques that the Russians could never have or even afford.
So with the art and science, once they come together, the Chinese are going
to be powerful. I would look at 2024;
they are going to be zooming along in
this space. Authoritarians love

Iran has also been a long-time disinformation, and now

disinformation peddler, particularly ./ 4, playbook is out
on social media. They built up their

capacity after the 2009 Twitter revolu-
tion that popped up there. If you look

there, everyone is copying it.

at any other authoritarian state, what has been remarkable is how quickly
they've gravitated toward it. We've seen it in Myanmar, Cambodia, the
Philippines—there is a strong sense of that. The Saudis have jumped in
at times, the UAE, Turkey, Israel—all different actors trying their hand at
it. But their capability and their operational procedures around it arent
quite as strong, or at least not yet. That doesn’t mean they won’t get there.
Authoritarians love disinformation, and now that the playbook is out there,
everyone is copying it.
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FORUM: A very recent State Department report claims that the big three of
disinformation (Russia, Iran, and China) are all pushing convergent narra-
tives on COVID-19. All three now seem to be peddling very similar themes: the
virus did not originate in China, the U.S. is responsible for spreading it, and
Russia, Iran, and China are all handling the crisis far better than the United
States. Is this the beginning of a new axis of disinformation?

WATTS: Yes. It’s interesting you say that because I wrote an article two
weeks ago that 'm waiting to get published that is actually called, “The
Axis of Disinformation,” so good coin of term. I dont know if the State
Department used it, but I briefed this March 23. What you see is that they
come together and combine opportunistically when it is to their advan-
tage. And that isn’t just on COVID. COVID is what everyone is watching
right now, and it is very easy to see because it is a single issue and they all
jump on to a single issue. But these countries come together and overlap in
different ways. So, around COVID, you are exactly right—"“the US can’t
handle it,” “it’s a bioweapon created in the U.S. and proliferated around the
world,” etc... Those themes are going to advance and amplify off of each
other. There is a degree of opportunism because, remember that, while
these countries share in their resistance of the U.S. in terms of pushing
back against the U.S. in authoritarian ways, they also diverge at times.
Russia and China have their own little tiff about COVID right now on the
China-Russia border. They are battling with each other, in certain ways,
geo-strategically. And then there is the same with Iran and Russia. Russia
plays to Trump. Iran doesn’t like Trump. Those two things in the 2020
election don’t match up, but geo-strategically in Syria they come together
as allies. So what you're seeing is some opportunism and they’re using each
other’s reach and each other’s amplification to create that snowball effect
over time.

It’s a very opportunistic strategy, particularly when you control your
own populations domestically. You can send that message down to cement
it in the minds of your own domestic population, and you can project it
out, and you can borrow from each other’s content. For example, PressTV
of Iran openly copies and pastes and resends out R7 stories all the time.
China will blow out tweets, but Russia has a much larger social media
reach, so if they start retweeting it, they are elevating China almost as a
proxy. They can all take advantage of each other’s strengths as disinforma-
tion peddlers to advance their agenda against the United States.
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FORUM: We are curious to hear your perspective on some of the more pecu-
liar disinformation campaigns we have come across. One concerns Iranian
bots amplifying a campaign for California to secede from the U.S., especially
Jollowing Governor Newsoms comment about California being a nation-
state. The other controversy surrounds 5G and its alleged role in the COVID
pandemic.

WATTS: Sure, we'll do them in that order. “Cal-exit” is not new. It was part
of the Russian disinformation campaign back in 2016 oriented around the
political left in the U.S., which gets forgotten about or overlooked. There
was an actual guy who set up Cal-exit, and if 'm correct, he then relocated
to Russia after the election, which was curious. Cal-exit is a great wedge
issue, because what Iran does is play to the American political left. They
are looking for populist left consumers, and when we do our tracking for
the 2020 Presidential election, they do a lot of amplification of Sanders, a
touch for Warren, and AOC is a big person they like to do. Because their
issues in the American space are racial issues and religious divides. Anti-
Islam vs. accepting of Islam is a wedge. Black Lives Matter is another thing
that the Iranians tend to focus on. So, when you see Newsom make those
comments, what was remarkable about Iran’s pushing of Cal-exit content
was that it was highly coordinated and it incorporated both human and
computational propaganda. We saw bots and a lot of Iranians filming them-
selves asking Californians to break away. That’s a mix of the two and that
sometimes gets lost in the discussion. There is a lot of talk about bots, but
do you really believe that picture of a flower is shouting Cal-exit? Maybe
not. But when you see people filming themselves, that is different. You've
got the two together, making a rise on Twitter, which draws attention, and
then you see real people. So that is a bit more sophisticated.

Another thing to remember with California and Iran, is that one of
the largest Iranian diaspora populations in the world is in and around the
Los Angeles area. So if you are Iran, you think, “Hmm, youve got people
that look like me and talk like me and they are over there in California and
Cal-exit is out there, readily available, and I can reach and grab and amplify
it and get it into the U.S. mainstream and really jab the United States at a
time that is highly divisive.” So, is California going to break away because
of Iran? No. But it shows that these disinformation-peddling states are
doing now what they would have never come up with five or ten years ago.
They wouldn’t waste time on this, but now they see value in picking at the
United States. And social media is a weapon that can do it with.
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FORUM: So what about the 5G COVID-19 disinformation campaigns?

WATTS: When we talk about active measures from Russia, there are four
narrative sets: calamitous messaging, which is fear-based messaging that
draws in audiences; social messaging, which is social divides that we know
very well in the States (e.g. pro-gun vs. anti-gun, pro-Islam vs. anti-Islam,
religious, race, etc.); political messaging, which is for and against candi-
dates; and financial messaging. If you can suppress 5G technology or derail
U.S. 5G technology and turn the U.S. population against it... wow, that’s
a homerun, right? You're slowing them down. How do you do that? Fear-
based messaging around health. Tie that in with it.

So, last year the Russians ran several stories on R7, which got some
good coverage— 7he New York Times even covered it—asking “Is 5G safe?”
Always question more—that is R7’s
motto. That laid some seeds, right? And

For me, the most interesting so come back around now to a pandemic

one is the 5G narrative. It breaking out. With health concerns
plays back in history, as well.  and questions about “where did it come

Ton orﬁﬁeen years agopeople from?” “Oh, 5G!” And where do those

were worried about eettin conspiracies come from? Well, there is
gerng already a baseline of conspiracies that

people can point to. “We didn’t know if
phones. Study after study 5G was safe.” That is an old tried-and-

came out in which it wasn’t true, fear-based message about health

brain tumors from their cell

that impacts a country financially
and technology-wise. Think about it
as a double-whammy. You are getting

proven. There is a great RT
broadcast about 5G with
Rick Sanchez saying, “Well,

an indigenous population upset, and

remember back ﬁﬁ%n years they are using your content. You aren't
ago when we weren't sure spreading it; the domestic populations
about getting brain tumors are spreading it with conspiracies. And

from talking on cell phones
and now theres 5G...”

now they go and destroy their own 5G
towers, which hurts them economi-
cally, financially, and technology-wise
................................................................. (because the governments have to pay
for it) and makes it harder for them to respond to the pandemic, which
further perpetuates this conspiracy.

For me, the most interesting one is the 5G narrative. It plays back in
history, as well. Ten or fifteen years ago people were worried about getting
brain tumors from their cell phones. Study after study came out in which
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it wasn’t proven. There is a great R7 broadcast about 5G with Rick Sanchez
saying, “Well, remember back fifteen years ago when we weren't sure about
getting brain tumors from talking on cell phones and now there’s 5G...”
One of the interesting things I've read around the science is that 5G might
actually be safer than 4G because of the bandwidth. It would not penetrate
your skin. So even though the science is tough to refute, with 5G, I've been
shocked by how many people ask me about it or have said, “Have you
heard about 5G and coronavirus?” It’s pretty remarkable.

FORUM: Do disinformation campaigns that have a domestic nexus pursue
different strategies from those of the foreign nexus? I'm thinking specifically of
white nationalists, which I believe is a subject youve studied as well.

WATTS: Right. That’s probably the one that 'm most worried about in
terms of violence right now. JM Berger—who's based right there down
the street from you in Cambridge—he studies the extremist (domestic and
international), and one of the things he quickly pointed out is that part
of the lore around white supremacy is the idea that a pandemic kicks off a
race war and is the impetus for it. So following the hit of this pandemic—
one that is coming from a foreign country—we immediately started to
see disinformation surrounding COVID-19 and racism. And so that’s one
angle where you can quickly see it spiral and mobilize to violence. If you
go into some of the white supremacist forums and chat rooms and places
like that, now, you'll see those conspiracies proliferating all over the place.

At the same point, there is foreign nexus now—we know this. The
U.S. State Department, for the first time, kind of designated a white
supremacist movement: the Russian Imperial movement. And we found
out recently that the Base, a white nationalist or white supremacist group,
domestic terrorist group in the United States—its leader is allegedly in
Russia. And when you watch their conversations, they overlap intensely
in the online space. So Russia’s somewhat behind the white supremacist
mobilization. But it’s interesting how this confluence of identity, ideas, and
disinformation are all coming together right now. And what you're seeing
in this sort of white nationalist disinformation space is the use and spiral
toward mobilizations to violence. There was an incident two to three weeks
ago. There was a standoff arrests. If I'm correct, there was a senior citizens’
home where the FBI did some arrest around potential bombing. It’s not
clear if that’s around race-based disinformation and Coronavirus or where
that comes from. But you're seeing these little incidents pop up, and I think
it’s definitely something to be watching in the coming weeks and months.
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FORUM: Wed like to pivot to the U.S. response to all this: how well is the
United States doing in regards to countering disinformation campaigns, both
in regards to COVID and everything else?

WATTS: I'll start with everything else. With everything else, you're seeing a
lot of elements of the government take this on. So DHS, with the disinfo
around voting machines and voter rolls, they've taken a very proactive
response. They’re aware of it; they're trying to get in front of it. I think other
elements of the U.S. government, when it comes to the foreign influence,
they are trying to do everything they can, but it’s a tough challenge for them,
right? Because they just watched the FBI get embroiled in the Russian attack
last time. Russia did a disinformation campaign and election interference,
and in response, we destroyed the FBIs integrity. The politicians attacked
the institution. So, again, that’s like a double whammy. They interfere in the
election, they tie us up bureaucratically, they create more infighting, and they
weaken an institution which is designed in the counterintelligence space to
counter Russian influence. Holy cow. So they can’t really do anything other
than talk in generalities because they’re not supposed to be helping or hurting
a candidate. I think the Bernie Sanders briefing that happened in February
is illustrative of the problem. What do you want the FBI to do? They go and
notify a campaign: “Hey, we think Russia might be elevating you,” it gets out
in the news, and now it’s a conspiracy that’s out there.

The worst offenders in the space are the politicians. They create the
narratives, and so I can’t really criticize Russia too much this go around
because they don't need to make fake news. They literally just take the
divisive narratives that are already available in the U.S. audience base,
................................................................. and they just resend them back into
the U.S. audience base. They’re ampli-

I don't know what Russia, , o )
fying known divisions. You'll see them

China, Iran, or anyone else troll us more overtly on their offi-

outside the U.S. could do cial Twitter accounts. The Alliance
that we 're not already doing  Securing Democracy, overwhelmingly,
to ourselves inside the United ~ it's official Chinese accounts, it’s ofhcial
States at this point. Russian accounts. So it’s just kind of

over at this point. I don’t know, aside
................................................................. from Russia being able to hack, say,
the Biden campaign and release dirt—they could do that—but other than
that, I don’t know what Russia, China, Iran, or anyone else outside the
U.S. could do that were not already doing to ourselves inside the United

States at this point.

VOL.44:2 SUMMER 2020



DISINFORMATION'S DANGEROUS APPEAL:
HOW THE TACTIC CONTINUES TO SHAPE GREAT POWER POLITICS

FORUM: What should or could the United States be doing to more effectively
combat disinformation, both domestically and abroad? Can U.S. public diplo-
macy efforts be strengthened in the State Department? Or is there space for
some sort of Information Agency-type institution amid the need to combat these
kinds of campaigns?

WATTS: Yeah, I don’t think we could do an Information Agency at this
point because we don’t have unity and purpose and message within our
elected leaders. Until we have that, it’s really hard for the U.S. to project a
message, because a foreign adversary can always point and go, “Well, your
other senator or congressman is saying this or your president said that...”
We are not on the same sheet of music, so it’s hard to advance a message.
We also have to be rigorous holders of facts and telling the truth. And I've
never seen any time like today where I find it hard to believe a lot of things
that U.S. elected officials or institutions are saying. Intel leaders don’t want
to go to Congress to do briefings because they're afraid they’ll anger the
president. It’s very difficult to know the truth. Today I read something
about China’s spreading conspiracies— martial law conspiracies. It doesnt
seem like China made those messages. It reads like an American wrote
them. And I received those messages at least ten or twelve times from other
Americans | know that are well educated. So what can China do? In that
space, it can be misleading, right? It leads you to believe that some foreign
power is controlling our information environment. I think until we get the
divisiveness between our elected leaders down, it’s really hard for the insti-
tutions to do much to prevent or disrupt disinformation coming into the
U.S. There’s just too many available narratives that any foreign adversary
can use right now to really try and break us up.

FORUM: Thats a very dystopian view, but to perhaps ask a question to crys-
tallize all this: if were already doing it to ourselves, is this constant stream of
disinformation the new normal?

WATTS: Yes, I think the disinformation space is the new normal. I do think
there are some things on the horizon about the breakup of the internet that
we need to be aware of. That there won't just be one internet. It’s kind of
already going that way. China controls their own internet, basically through
censorship, with social scoring, and with surveillance. I think other coun-
tries are going to move that way. We're seeing a strong nationalist break,
and COVID didn’t create that, it’s just accelerating it. The pandemic is just
making those breaks more obvious, as you see.
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I do think there’s some upside, though. Domestically in the U.S.,
for example, you're seeing a lot of leaders other than the president step up.
That’s not a bad thing. The U.S. kind of got in this mode where everything
started to look to the presidency. All we talked about was the election, the
presidential elections. Not anymore. It turns out when we're really in a
bind here at home, it’s your local and state elected officials that will come
through for you if you pick the right ones. One of the things I talked about
over the last two years in a lot of sessions I've done is the push towards
states’ rights. We are a federation of states, essentially, right? And we have
this federalism, where states and local municipalities have different rights.
And so, if we can’t achieve common agreement, what we could do is point
to different states that are doing really well and people can make their own
choices about where they want to live. And that’s maybe how a lot of the
founders thought the United States would be. It wasn't going to be this
giant machine like a king, where that executive power was going to rule
over everything. So, if people want to live based on their beliefs and their
communities, maybe they should.

But you're also going to see people move the other way. We always
look at the doomsday, the dystopian, which is, “Oh, states will all break up.”
This is a fantasy. 'm going to go to the extreme. “The states will break up.
"There’ll be local tyranny and everything will be terrible. Well, I think we're
seeing something now. I live in New York. I'm pretty excited about how
well New York State’s government responded to COVID. I'm impressed.
They have testing sites up. Massachusetts is another one. I have a daughter
with special needs. And so when I look to educate my daughter, I may have
to pay high taxes, but Massachusetts is number one in education. And New
York is really good. I've lived in California and I think Wisconsin’s a great
spot in places. So 'm making decisions as a citizen based on my beliefs,
based on what I want, what I care for, what I pay taxes for. And you'll actu-
ally see over time that for some states, people will go, “You know what, I
want to live in that state because that is how I think or how I believe, and
we can still be part of the United States.” f
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The Trojan Dragon
Comes to the Balkans

WENDY ROBINSON

ABSTRACT

In recent years, China has been expanding its influence throughout
Africa, Asia, and Europe through the One Belt One Road Initiative (BRI).
One area that has come under recent Chinese influence is the Balkan states
bridging Europe and Asia. Technological development, especially through 5G
networks, is a primary means of growing Chinas pull. However, the European
Union is wary of the new Chinese influence in the Balkans and has tried to pull
these states closer to the EU. It remains to be seen how the two opposing powers
will reconcile their mutual goals for influence in the Balkans.

“[ sent a letter to President Xi, in which for the first time I officially
called him not only a dear friend but also a brother, and not only my
personal friend but also a friend and brother of this country.”

— Aleksandar Vudié, President of Serbia, March 15, 2020!

Since 2013, the Belt and Road Initiative (BRI) has helped Beijing
expand its economic influence throughout Africa, Asia, and Europe. To
carry this out, China often focuses on smaller geopolitical zones rife with
political and economic instability. Indeed, states benefiting from the BRI’s
construction of infrastructure, investment in trade facilities, and techno-
logical support are often at the periphery of other major global and provi-
sion of regional powers, such as the EU, Russia, Iran, and Saudi Arabia.”

Bridging Europe and Asia, the Balkan states suffer from poor

Wendy Robinson graduated from The Fletcher School of Law and Diplomacy,
Tufts University, where she was a Tisch Fellow at the U.S. Department of State. In
addition, Wendy has built further expertise in international education and public
service through her commitment as a Peace Corps Volunteer where she served in Kosovo

for two years. Wendy received her B.A. in Modern Languages with Interpreting from
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economic systems, high levels of corruption, post-conflict infrastructures,
and are a far cry from cutting-edge markets.* Alcthough civil society and
development grant-focused programs offered by European states and
the United States are often generous, China’s offers of more money and
advanced technology, with less restrictive oversight, have allowed China to
better capitalize on regional vulnerabilities.” According to a report by the
Carnegie Endowment for International Peace, “the main challenge for the
EU is how to deal with state-driven subsidization of state-owned compa-
nies and subsidies of whole industries that are currently not regulated.”
This means that, not only do these private Chinese firms have access to
public resources and funding, it is telling of how Beijing can jump the
line without frittering away time on red tape. Examining Beijing’s Balkan
strategies, particularly those in the high-tech field, can provide insight
as to how the United States and European countries can better use their
economic and technological strengths (the latter chiefly via 5G networks
explained in the next section) to counter a globally ascendant China.
China analyst Theresa Fallon termed China’s advance in these areas
as, “an anaconda strategy: surround it and squeeze it.”” Under the auspices
of offering advanced technology—among other development projects—
Beijing is continuing its efforts to use the Balkan states to make inroads
into Europe.® Having invested $6.7 billion in the Western Balkans alone
since 2010, China has stepped up as a serious power player in the region.’

THE ROLE OF 5G NETWORKS AND TECHNOLOGICAL DEVELOPMENT

An integral part of the BRI and China’s strategy in southeastern
Europe is the promotion and assembly of new alliances through the sale,
maintenance, and integration of technological products.’” One major
initiative for the Digital Silk Road, another component and objective of
the BRI, has been the development of 5G, or “fifth-generation,” wireless
networks and supportive technology.

Beijing promises 5G to smartphones and other digital platforms to
achieve quicker downloads, as a platform to run autonomous vehicles and
robots, and to become the foundation for gleaming futuristic cities.'> As a
cornerstone of China’s Smart Cities initiative, which develops cities struc-
tured around livable, workable, and sustainable technology,'’ the use of
5G networks is touted as an affordable means to increase efficiency.' Some
examples of 5G technology in the “Smart Cities” model have featured
intelligent lighting, power grids, and smart traffic management while also
offering bolstered domestic surveillance capabilities.”
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Aware of developing economies’ desire for technological advance-
ment, China promotes 5G as the key to top-down modernization for these
countries.'®  For less-democratically

structured societies (in comparison '
to the United States, the European Aware of developing
Union, and their allies), 5G and other economies’ desire fbr

Chinese-supplied technologies grant technological advancement,

governments a dual advantage: futur-  ~. promotes 5G
istic technological advancement and a

: as the key to top-down
means to better control their own popu-
lations."” Simultaneously, this creates a modernization for these

further dependence on Beijing and its countries.
technological capabilities. L

HUAWEI: FOLLOWING THE LEADER WHEREVER HE MAY GO

Huawei is a Chinese telecommunications giant that is leading the
charge on cutting-edge 5G technology and technology equipment. In
2018, the company invested in approximately 170 countries and signed
forty-two major commercial 5G contracts. That same year, Huawei also
received $222 million in grant money from the Chinese government.'® In
2019, Huawei received as much as $75 billion in tax breaks from Beijing,"”
and in the past three years, it has become the largest communications
company in the world.?

Huawei’s rise appears to mimic that of China’s state-owned enterprises
(SOEs), having supposedly received billions of dollars’ worth of financial
backing from Beijing as it became the number one global telecom equip-
ment provider in less than ten years.?' SOEs, as described by Danish political
scientist and China specialist Kjeld Erik Bredsgaard, are corporations that
dominate China’s strategic sectors and principal industries, and are key instru-
ments for the implementation of Chinese Communist Party (CCP) policies
and strategic initiatives.”” Every SOE is obligated to have Party members in
its leadership, and all primary decision-making must be funneled through
Party committees. This guarantees government involvement at each level of
the enterprise.

Although consistently denied by Huawei’s public relations team, state
support may have been vital to Huawei’s financial success, as it is potentially
a key factor in Huawei’s ability to offer significantly lower prices compared
to other 5G competitors.” In addition, Huawei maintains lower price points
through government-subsidized loans offered by Chinese state-owned banks.*
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While not an official SOE, Huawei is widely reported to have exten-
sive ties to the ruling CCP and has been accused of being a vehicle for
Beijing to gain leverage in the global telecommunication sector.”> However,
the tech giant asserts that it has distanced itself from the CCP, repeat-
edly stating that its equipment has never been used and will never be
used to spy.**In a 2019 Reuters article, Beijing’s foreign ministry stated
that China has not and will not demand companies or individuals use
methods that run counter to local laws or install “backdoors to collect or
provide the Chinese government with data, information or intelligence
from home or abroad.”” United States federal government bodies such as
the Departments of State, Homeland Security, and Commerce, have all
countered this statement in recent years, proposing that entry could also be
gained through more benign methods like software updates issued by the
equipment distributors.*®

To cloud matters further, in mid-2019, Huawei drafted a legal report
which stated the company would not be coerced into espionage due to a
hazy Chinese espionage law which claims there is no mandate for Chinese
businesses to hand over sensitive corporate information to the Chinese
intelligence.”” Yet lawyers in China and abroad have contested the validity
and true position of this law.** The Council on Foreign Relations (CFR)
claims Huawei, among other Chinese private businesses, may have other
unofficial links to the CCP* Since 1996, Huawei has received special
status from the Chinese government and military, garnering the title of
“national champion”™—a title given to companies for supporting China’s
broader geopolitical objectives.**

However, it is important to note Huawei has since received some
pushback from countries like Australia, which was one of the first of
Western countries to put 5G networks to the test, organizing a team of
government hackers to find vulnerabilities in the system to be proposed
by Huawei and other similar companies.”” Six months after the August
2018 trial, the Australian government banned Huawei from any coopera-
tion on core and non-core components of their networks.* Concerned
about the company’s close ties to the Chinese government, they declared
the business offer too risky for their national security.?> Following the deci-
sion, then Director-General of the Australian Signals Directorate (ASD)
Mike Burgess stressed the importance of the “country’s critical infrastruc-
ture - everything from electric power to water supplies to sewage.”*® The
United States also shared Australia’s perspective on the issue, and has tried
to convince its allies of the dangers of incorporating Chinese 5G networks
into their own infrastructure.”
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Despite growing concerns over Chinese government interference
and potential intelligence collection, Huawei’s imprint on Europe has been
considerable. A 2018 Bloomberg report found that China invested $318
billion in European ventures over the past ten years,”® chiefly through state-
run and state-tied companies, with its global reach resulting in a reported
$100 billion in revenue.*” In a 2019 CNN report, Huawei’s European
market share was determined to be between 35 and 40 percent.” These
figures are expected to increase exponentially over the next decade.*!

Countries such as South Korea, Thailand, and India are already
beginning to incorporate Huawei’s 5G plans.*> Huawei claims to offer
quality and modernity, along with pricing 30 percent® less than that of
other companies like Finland’s Nokia and South Korea’s Samsung.* In
January 2020, the United Kingdom signed an agreement with Huawei to
authorize the company to construct and manage some of its 5G infrastruc-
ture despite strong protests by the United States.”” However, the British
government noted that it worked to decrease any possible security risks
inherent in the partnership by not incorporating certain sensitive struc-
tures into the shared network.*

Huawei’s vast global inroads have exacerbated concerns over the
corporation’s ownership structure, security, and the company’s linkages
to the Chinese government and intelligence apparatus. Nevertheless, as
Western states adopt Huawei’s offers, there is less incentive to push back
against the telecommunications giant in other parts of the world such as
the Western Balkans. While probing Europe’s responses to its technology,
China has received a relatively unequivocal welcome to work with Huawei.*”

BEIJING COMES TO THE WESTERN BALKANS

After two decades of divisive politics following the wars of the 1990s,
widespread weak institutional structure, a crippled economy, high unem-
ployment,* and rampant corruption throughout all levels of government
across the Western Balkans, the region is especially vulnerable to foreign
influence.”” Unenforced EU regulations mean that there is no entity that
can effectively restrict the flow of investments, money, and goods between
the Balkans and non-EU states.”® In addition, even after comparable grants
were offered by the EU, the extensive red tape and other bureaucratic
wrangling hindered Balkan interest in—and acceptance of—development
assistance.’!

In order to advance economic growth, modernize technology, and
promote stability in line with their European neighbors, state govern-
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ments from Serbia to North Macedonia are working to overcome their
economic and industrial stagnation.’> Almost all countries in southeastern
Europe, with the exception of Kosovo,” are signing up for joint ventures
with Chinese companies that make temptingly innovative and seemingly
financially-savvy offers—such as the promised super-highway recently
constructed by a Chinese firm connecting Montenegro to Serbia. This
highway is still unfinished and has plunged the Montenegrin government
into debt.”*

SERBIA’S OTHER FRIEND TO THE EAST

Serbia is the host of numerous multi-million dollar Chinese proj-
ects, including the Belgrade-Budapest high-speed railway, which officially
opened at the end of last year.”> Despite having the highest GDP of Western
Balkan states, Serbia is one of the most enthusiastic recipients of financial
assistance from China in the region.*

In 2014, Huawei launched a Safe Cities” project jointly with the
Serbian government in order to reduce police investigation times, enhance
the state’s capability of arresting and detaining individuals, decrease crime
rates, and hinder organized crime networks.’® This Safe Cities” deal will
improve technological connectivity and develop a surveillance and facial
recognition system in Belgrade and across the country.®® The Serbian
................................................................. Ministry of Internal Affairs says they
own the surveillance system, but

According to journalist Huawei is the authorized supplier.®’

Bojan Stojkovski, as of the According to journalist Bojan
begl'nning 0f20]9, Huawei's Stojkovski, as of the beginning of 2019,

. . P . .
Su;ﬁvez[ldnce System Comp;ﬁlsed Huawel S SurVelllanCC System Comprlsed

7.000 /7ig/7— J €ﬁ?’li o 1,000 high-definition cameras, all

of which contain specific “facial and
license plate recognition software,”
specific “facial and license dispersed across 800 locations around
plate recognition software,”  Belgrade. Share Foundation, a Serbian

dispersed across 800 locations human rights organization, says that
this kind of software is a breach of “civil

cameras, all of which contain

around Belgrade.

rights and freedoms” due to the way in
................................................................. which it collects information, including
biometric data, on citizens. Bojan Perkov, a policy researcher with Share,
stated that, “If a data protection impact assessment has not been conducted

and if there are no precise rules for its processing, this sensitive data can be
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misused.” Some Serbian citizens have also expressed concern regarding the
infringement on civil liberties by this new surveillance system, especially
because no official regulations on data privacy and usage are in place.®?

Recently, as Serbia and the rest of the world battles the Coronavirus,
the Serbian president’s statement regarding the EU’s hesitation in providing
medical aid has only deepened anti-EU and ant-Western sentiment. In
addition, China has been quick to provide doctors and medical equipment
to its “friend and brother”—a striking signal of the continued advance-
ment of this partnership.®

CHINA AND THE EU—WHAT DOES IT MEAN FOR THE WESTERN
BALKANS?

The EU is worried about Chinese intelligence links to Chinese corpo-
rations and what that means for civil privacy and sensitive data access in
Europe and ally nations. Further, the EU is hesitant, in part for historical
reasons, * to include an economically debilitated and politically fractious
Western Balkans in its organization.> The region’s increasing economic
reliance on China heightens these concerns.®

In competition with China for influence in the Balkans, the EU
has sent a number of mixed messages to Balkan states, further harming
Western European influence in the region.”” In 2019, France delayed the
entry of Albania and North Macedonia into the EU for the second time
since 2018% (for reasons related to continued issues with corruption,
crime, and a lack of economic stability),* which caused significant disap-
pointment for Albanians and North Macedonian politicians and citizens.”
It also creates an opportunity for China as the two states move away from
the security of the EU’s umbrella.

Until very recently, the EU asserted that Albania, North Macedonia,
and the rest of the Balkans have been a part of a distant future plan for
European integration, and therefore, EU policy makers did not present
or approve of an exact timeline for their entry.”! Consideration for EU
accession has always been contingent upon North Macedonia and Albania
carrying out reforms to address the aforementioned issues.”” March 2020
saw a new date set for talks to start in the fall of this year that will entirely
depend on “candidate countries [proving] they are reaching EU standards
in areas such as the free movement of goods, and in taxation, energy and
economic policies.””

The EU’s ambivalent approach to the Balkan states over the past
decade has left a vacuum that Beijing has moved quickly to fill. China’s
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advances into the region have only deepened the challenges Western Balkan
nations face to integrate into the EU.”* Cash-strapped and looking for a
means to gain further economic and infrastructure improvements, govern-
ments in the Western Balkans have welcomed numerous Chinese-financed
developments at the cost of their own autonomy.”” On a local level, lax
regulations, a lack of transparency, and poor governance allow Chinese
companies to bypass the weak regulations of Balkan states.”®

China’s foreign minister said in 2018 that “[there] is no backroom
deal; everything is transparent. There is no ‘winner takes it all,” but every
project delivers win-win results.””” Nonetheless, Beijing’s projects have
been marked by corruption. According to the European Union Institute for
Security Studies, one Chinese plan to construct a highway in Macedonia
was exemplary in terms of how Beijing is actually “fueling corruption in the
wider Western Balkan region.””® For instance, in the case of Kicevo-Ohrid
highway in North Macedonia, which was funded by Chinese government-
owned China Exim Bank, senior Macedonian officials accepted direct
bribes from the Chinese firm.”

Adding to concerns about corruption, economic, and political
stability, the EU’s hesitation regarding the Balkan states extends an internal
lack of consensus among members on a variety of China-related issues,
including a potential ban of Huawei’s networks.®* In light of mounting
controversy over the use of Chinese telecommunications technology,
Germany, France, and Italy have called for instituting their own proce-
dures to more meticulously screen foreign investments.*’ However, none
of these regulations on Chinese advanced technology have yet been imple-
mented.*” In fact, Italy has done little to obstruct Huawei’s construction of
5G networks in the country, and Huawei has stated that it hopes to build
a 5G factory in France to “supply the entire European market, not just
France’s.”™®

In 2018, Johannes Hahn, European Commissioner for the European
Neighborhood Policy,* said that China could deploy several “Trojan
horses,” in the form of political and economic influence, as Serbia, Bosnia-
Herzegovina, Albania, Kosovo, Montenegro, and North Macedonia
approach EU membership. In an interview with Politico, Hahn argued
that the EU faces malign influences, such as corruption, due to Beijing’s
increased presence in the region.® The comparison is blatant: much like in
the myth, China poses a risk to the EU as an alliance because the latter, by
integrating vulnerable Balkan states into its union, would be inviting an
enemy into their midst with the power to disrupt the whole system.

Hahn notes that the Chinese model combining capitalism and autoc-
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racy could appeal to some leaders in the region.”® According to Philippe Le
Corre and Vuk Vuksanovic’s analysis, Beijing’s presence in the Balkans also
counters EU credibility through its capacity to build socio-political and
economic trust in the People’s Republic of China. China offers its “own
political and economic model in countries with weaker governance.” For
instance, in earlier efforts by the BRI, countries such as Sri Lanka and
Djibouti have proven to become more economically vulnerable in the
process, with sometimes unfinished and always expensive projects devas-
tating these local governments’ coffers.®

As it has sought to offer economic incentives in the Balkans and
Europe, China’s efforts to gain access to key infrastructure nodes in the
EU has come onto the radar of policy makers in Brussels. Clearly hinting
at China and Russia, Jean-Claude Juncker, President of the European
Commission, advocated in 2017 for new screening measures for foreign
SOEs, which were intended to hinder the “purchase [of] a new European
harbor, part of our energy infrastructure or a defense technology firm.”

Delaying decisions on whether to incorporate Huawei’s 5G networks,
EU member states have been buying time on how to handle their own rela-
tions with China.”® In January 2020, one senior EU official said, “[there] is
a big gap between what we say and what we do. That gap has been reduced
but we are still not where we need to be.”" For now, most member states
have been moving very slowly to make any decision on China. **

CHINA’S GRAND STRATEGY: AN ANALYSIS

The Balkans as a region does not have the capacity to regulate trans-
parency in their political structure due to systemic corruption. In many
cases, challenges already exist with freedom of the press, rule of law, and
tendencies toward autocratic leadership.” State-run security systems can
exacerbate these issues.” Finally, anti-Western sentiment present in Serbia,
for example, creates an environment in which China can become a natural
ally and undermines Serbia’s relationships with Western powers. Thus,
China becomes the model for likeminded centralized, authoritarian polit-
ical regimes.”

To counter China’s malign influence and increase transparent coop-
eration between the Western Balkans and partners and political allies in
Europe and with other democracies, the EU should take a long view on
foreign interference.”® China is reshaping the global world order and will
continue to expand its spheres of influence in Europe.” According to an
article by the Carnegie-Tsinghua Center for Global Policy, “Beijing has
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stressed time and again that there are no geopolitical calculations behind
the BRI. Yet the initiative’s massive scale means that it will necessarily have
geostrategic ramifications.””® With this economic growth, China’s capacity
can expand to influence host countries’ politics and ideology.

It is only a matter of time before Europe and the United States realize
the importance of protecting the Balkans’ fragile democracy and precarious
economy. If it chooses to prevent an escalation of tension, China needs to
change its tactics by demonstrating its capacity to maintain transparent
objectives and foster a stable and secure environment with its partner
countries. The Western Balkans need greater stability and security in order
to sustain cooperation built on shared interests and values.”

CONCLUSION

China’s soft power strategy has grown from resting on forging
economic ties and political partnerships through the BRI into devel-
oping models for technological infrastructure in order to gain competitive
................................................................. ground on the European stage. This
is evident in Huawei’s strategic plans
in the Balkans, which will ultimately
has grown ﬁ’ 0m resting on create an international dependence on

forging economic ties and China.'” China has global aspirations

political partnerships through and a long-term strategy to expand its
he BRI into deve lopz'ng reach, and is using the Western Balkans

. as a stepping stone.'”!
models for technological As five of the seven Balkan coun-

Chindss soft power strategy

infrastructure in order to tries wait their turn for EU member-
gain competitive ground on ship over the next decade, China is
the European stage poised to deepen its potential within

the region, unless the EU unites on its
................................................................. stance toward China without damaging
and escalating tension with the Asian power.'” It is in the European
Union’s interest to support greater economic and political transparency in
southeastern Europe.'” The onus is also on state governments from Serbia
to North Macedonia to strengthen their own cyber security groundwork
through a unified system of security measures, investment protocol, and
multi-level transparency in order to make themselves less susceptible to

nefarious practices. f
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ABSTRACT

Over the last two centuries, Latin America has remained largely free of
Great Power competition, with the United States serving as the regions primary
trading and security partner. However, over the past two decades, U.S. foreign
policy priorities shifted away from the United States’ near periphery, centering
ever more on the Middle East. At the same time, Russia reclaimed a place on the
world stage, while China now leads the way with massive infrastructure and
lending projects. As all three great powers operate within this emerging Great
Power competition framework, the United States, the Russian Federation, and
the Peoples Republic of China each actively pursue their own—often quite

Douglas Farah is the president of IBI Consultants, a national security consulting
Jfirm. Prior to these positions, Farah worked as a foreign correspondent and investigative
reporter for the Washington Post for more than 20 years, covering security in Latin

America and West Africa. He is an expert on national security, transnational crime,

illicit finance, and non-state armed actors. Farah has given testimony before House and
Senate committees, sat as an expert witness in security conferences across the hemisphere,

and published two books on these topics. He holds a Bachelor of Arts and a Bachelor of
Science from the University of Kansas.

Caitlyn Yates is the Research Coordinator at IBI Consultants. Prior to this position,
Yates worked as a Research Associate at the Strauss Center for International Security
and Laws Mexico Security Initiative at the University of Texas at Austin. Her work
Jfocuses on human security, organized crime, and transit migration in Latin America.
She has presented before the United Nations, United States government agencies and
departments, and academic conferences. Yates holds a Bachelor of Arts from Trinity
University and a Master of Global Policy Studies from the LB] School of Public Affairs
at the University of Texas at Austin.

VOL. 44:2 SUMMER 2020



46

THE FLETCHER FORUM OF WORLD AFFAIRS

divergent—objectives in Latin America. This article examines the three great
powers’ agendas, approaches, and anticipated outcomes to their engagement
in the region and finds that all three countries engage the region despite each
encountering significant challenges. The United States has strong cultural and
proximal ties to the region, but increasingly engages on only narrow areas of
interest, ones frequently at odds with the regions own policy priorities. Russia
has a vested interest in the prosperity of a few ideologically linked countries in

the region but does not have the resources to fully engage all of Latin America.

China has perhaps experienced the easiest entry into Latin America given

Beijing’s massive resources and limited conditions for loans and aid. It is not
immediately clear what this means for long-term Latin American prosperity.

Overall, in a region seldom considered in the Great Power competition debates,

tri-polar competition now appears to be the new normal for Latin America.

INTRODUCTION

Since the declaration of the Monroe Doctrine in 1823 and the
Roosevelt Corollary in 1903—both of which espoused U.S. primacy in the
Western Hemisphere—Latin America remained largely free of Great Power
competition." While the former Soviet Union acquired an ally in Cuba
during the 1959 revolution and supported various revolutionary move-
ments meant to disrupt U.S. hegemony in the region, the United States’
preeminence in the hemisphere was not seriously challenged. Following the
end of the Cold War, U.S. influence vis-a-vis trade, migration, remittances,
direct investment, cultural affinity, and geographic proximity sat unrivaled.
This influence was only cemented after the North American Free Trade
Agreement’s (NAFTA, now the United States-Mexico-Canada Agreement,
or USMCA) signing in 1994, which appeared to mark the beginning of a
new, U.S.-dominated era of free trade, expanding democracy, economic
liberalization, and increased rule of law.

At the start of the twenty-first century, the Russian Federation was a
weak, imploding state with few remaining trappings of a superpower and
a very limited presence in the Western Hemisphere. The People’s Republic
of China had only recently begun its forays into global markets, opting
at that time to remain firmly engaged only in its near periphery. Outside
of Cuba, the United States had maintained a near monopoly on weapons
sales, foreign aid, military and police training, and development assistance
throughout Latin America. Washington articulated this strategic interest
in the region as an attempt to develop a “stable, peaceful hemisphere...
keeping our partnerships in the Western Hemisphere strong and vibrant,
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[given that the] region [is] directly connected to our homeland in every
domain—Iand, sea, air, space, cyber, and most importantly, values.”
However, unchallenged U.S. engagement in the Western Hemisphere
served as only a short-lived historical parenthesis as U.S. foreign policy
shifted dramatically following the events of September 11, 2001. After
9/11, the United States sharply realigned policy and resource priorities,
reallocating resources and turning their attention away from Latin America
toward the Middle East, with a new focus on fighting violent extremist
organizations. In the decade that followed, Vladimir Putin solidified Russia’s
desire to reclaim a place on the world stage, while China’s growing finan-
cial reserves increasingly met the demand for raw materials and developed
a global infrastructure. By the early 2010s, both China and Russia had
established a growing, albeit comparably weak, presence in Latin America.
Within this emerging Great Power competition, the United States,
Russia, and China are now all actively pursuing their own, often quite
divergent, objectives in the region through different means. For example,
although all three countries are in search of economic opportunity through
trade and development in the region, the manner in which they pursue
these goals is highly variegated. China seeks to build broad, multifaceted
economic and strategic engagement with little regard for partner nations’
ideological or political leanings. As such, Beijing maintains the fewest
conditional strings attached to their loan programs and has allocated far
more resources than the other two powers on a global scale. By comparison,
Russia only engages Latin American countries based on narrow ideolog-
ical ties or topically based strategic and
cconomic interests. The Unied Seages, """
by contrast, seeks broader engagement Al three countries also have
with its historical allies but finds itself objectives and practices in
increasingly shut out as anti-U.S. sendi- .~ /.. b, at their
ment has gained political ascendancy
and as Washingtons allocation of
resources in the hemisphere shrinks. diminish the influence and
All three countries also have objec-  friendships of the other great
tives and practices in common which, powers in Latin America.
at their core, center on their desire to
diminish the influence and friendships

core, center on their desire to

of the other great powers in Latin America. The three countries seek to
expand their own military and security training of local forces, increase arms
sales for profit and influence, and gain strategic influence in the defense
and trade sectors. That said, China and Russia’s particular interests in Latin
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America extend beyond defense and trade. They also include building
infrastructure, seeking to penetrate U.S. networks and satellite capabilities,
creating a significant media presence to develop information and misinfor-
mation, and building an enduring voting bloc in the United Nations to
isolate the United States and protect their own interests and those of their
Latin American allies.’

Overall, while Latin America historically served as one of the world’s
least affected regions to Great Power competition (with the exception of
isolated cases during the Cold War), this has changed over the last two
decades. As the United States pulled back from the region, China and
Russia both increased their activities. This competition is no longer a new
phenomenon, but rather appears to be here for the long haul. The following
sections analyze all three great powers’ activities in Latin America, assessing
the countries’ broader objectives and the means by which the United States,
China, and Russia opt to engage Latin America.

THE UNITED STATES IN LATIN AMERICA

“Russia and China are expanding their influence in the Western
Hemisphere, often at the expense of U.S. interests. Both enable—and are
enabled by—actions in Venezuela, Nicaragua, and Cuba that threaten hemi-
spheric security and prosperity, and the actions of those three states in turn
damage the stability and democratic progress across the region.”

—ADMIRAL CRAIG S. FALLER
Commander, U.S. Southern Command, January 30, 2020*

The United States has the longest and most developed history of
engagement in Latin America. As Admiral Faller’s statement shows, the
United States is aware of, and concerned by, the new emerging competition
from Russia and China. Dating back almost two centuries since the Monroe
Doctrine’s inception, the United States has maintained strong diplo-
matic and trade relationships with countries throughout Latin America.
Recently—and in particular since September 11, 2001—the region has
waned as a policy priority for the United States. Now, U.S. objectives in
the region are relegated to specific spheres such as trade and development,
counternarcotics, immigration enforcement, and cultural ties. In many
ways, the United States’ priorities do not mirror those of Latin American
countries’ own priorities, which at times causes tension.

Despite some differences in priorities, the United States still actively
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cooperates with many Latin American nations for economic, social, and
security reasons. Latin America and the United States maintain perhaps
the closest relationships with regards to trade. This is of course facilitated
by the United States’ geographic proximity to Latin America, its historical
engagement in the hemisphere, and the multi-million-person diaspora
communities of Latin Americans in the United States. The United States is
a signatory to both the Central American Free Trade Agreement (CAFTA)
and the United States-Mexico-Canada Agreement (USCMA, formerly
NAFTA), both of which facilitate the movement of goods and people
throughout the region. As a result of these phenomena, Mexico became
the United States’ top trading partner in 2019, surpassing China.” The
interconnected economies of the United States and several Latin American
countries helps maintain U.S. strategic interests in the region in a way that
the other two Great Power competitors have not managed to counter.

This economic interconnectedness does have its limits, however. In
2019, the United States imported more than $108 billion in Latin American
goods and exported more than $162 billion in goods to the Latin American
region.® Despite these impressive numbers, trade between the United States
and Latin America has actually decreased—if only slightly—over the past
five years as Latin American countries look to expand their trading partners
outside of the hemisphere. Moreover, in 2017, President Trump withdrew
from the Trans-Pacific Partnership (TPP), which limited U.S. trade with
three large Latin American economies—Chile, Mexico, and Peru.” And
finally, the United States has also dramatically cut foreign aid to the region,
slashing humanitarian and development funding by nearly a third in recent
years.® Thus, despite historically strong economic links between the United
States and Latin America, we see (with the exception of Mexico) declining
U.S. influence in the region on this front.

A second area where the United States maintains strong relationships
with Latin America is in security cooperation, having established alliances
in Colombia, Mexico, Brazil, Chile and countries in Central America. The
United States long held a near monopoly on security training and coopera-
tion in Latin America, and in many respects continues to dominate the
field. Maintaining security relationships is of interest to the United States
given Latin America’s nearness and the fact that Latin American coun-
tries often face the same or inter-connected security challenges to the U.S.
Similar to the free trade agreements, the United States has several security-
based agreements with partners in the region including Plan Colombia, the
Meérida Initiative in Mexico, and the Central America Regional Security
Initiative (CARSI).? In Colombia, the United States has collaborated with
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local counterparts in the military and national police for more than two
decades through a unique bilateral partnership to fight the flow of cocaine
and counter-insurgencies. In Central America and Mexico, such agree-
ments facilitate security officials’ training, information exchange, and allow
countries to better develop their own public safety and security institu-
tions. These security programs have enjoyed broad bipartisan support in
Washington across administrations since their inception.'

However, given that U.S. security aid to the region has been system-
atically cut or stalled in recent years, this dynamic is shifting. The United
States has an ever-narrowing focus regarding regional insecurity, zeroing
in almost exclusively on counternarcotics and immigration enforcement
efforts rather than more robust proj-

The United States has electoral process reform support, or
an ever-narrowing focus strengthening judicial systems which

regarding regional insecurity, ~ are also listed objectives in the security
programs’ mandates. Counternarcotics

ects such as rule of law programs,

zeroing in almost exclusively A A
efforts remain a high priority in coun-

on counternarcotics ﬂnd . . . .
tries throughout the region in which

immigration enforcement the United States is still able to operate.
efforts rather than more Cooperation in the form of joint
robust projects such as rule operations, intelligence sharing, and

even increased extradition requests has
allowed the United States to maintain
strong relationships in Latin America.

of law programs, electoral
process reform support,

or strengthening judicial Over the last three years,
systems which are also listed ~ however, President Trump’s primary
objectives in the security interest in Latin America has almost

exclusively centered on stopping the
flow of migrants to the United States.
Using tactics such as threatening to

programs’ mandates.

cut aid or increase tariffs on goods, the current administration has forced
several countries’ hands in deterring, apprehending, or deporting migrants
en route to the United States. In Mexico, tens of thousands of migrants are
now trapped, unable to enter the United States through a series of policies
enacted by the Trump administration. Metering—a policy that requires
those seeking asylum to wait at the U.S. southern border until officers have
time to process them—and the Migrant Protection Protocols (MPP)—a
policy that sends asylum seekers who have entered the United States back to
Mexico to await their asylum hearings—are two examples of U.S. pressure,
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in this case towards Mexico.'" Moreover, in 2019, Guatemala, Honduras,
and El Salvador all signed Asylum Cooperative Agreements (ACAs) which
send asylum seekers that passed through these countries (while en route to
the United States) back to apply for asylum there.'? So far only Guatemala
has received migrants from their bilateral ACA. The culmination of the
listed policies provoke outrage in the region and further misalign Latin
American countries priorities from those of the U.S.

Aside from this misalignment in interests, by focusing U.S. security
resources on such a narrow sphere, the United States has fewer resources for
other types of security cooperation, especially with countries that do not
fit within the United States’ counternarcotics and immigration enforce-
ment priorities. Moreover, the United States’ Southern Command remains
the smallest of the Combatant Commands, further limiting defense and
security spending and engagement. This means that, in many regards, the
United States is losing its dominance on security cooperation and defense
in Latin America. Meanwhile, Russia and China are simultaneously making
inroads to counter the gap left by the United States, though they still have
a long way to go.

Another area where the United States still strongly outperforms China
and Russia concerns the cultural and social ties binding the U.S. with the
rest of the Western Hemisphere. As of 2017, almost 60 million individuals
of Latin American descent live in the United States, and approximately
thirty-three percent of those individuals were born outside of the United
States.'’At the same time, at least 800,000 U.S. citizens live in Mexico
alone, with more than one million Americans throughout the region."
The result then is a hemisphere in which remittances, customs, and even
communities move among countries with relative fluidity. However,
increasing attempts to end migration to the United States are causing these
cultural objectives and historic ties to weaken.

Overall, then, the United States does not just interact with coun-
tries based on ideological reasons, similar to Russia, but has increasingly
begun engaging extensively only with countries that are critical to coun-
tering drug trafficking and migration flows. While some overlapping inter-
ests remain, the United States’ limited inducements and shared objectives
further divided it from Latin America. This has opened the space available
for other Great Power competitors to enter a region that has historically
been dominated by the United States. U.S. priorities toward the region
are unlikely to better align in the short-term, suggesting that both Russia
and China will have more space to operate throughout the region going
forward.
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RUSSIA IN LATIN AMERICA

Since first taking power in 1999, Russian President Vladimir Putin
has hardly veiled his desire to lead the Russian Federation back into super-
power status.” Putin’s rhetoric emphasizes a multipolar world where the
United States is no longer the dominant power, and his actions present
Russian global leadership as a viable alternative to that of the United States or
China. Such a narrative includes developing Russian capabilities to project
power and wield influence outside of its traditional spheres of influence.
However, it wasn’t until the consolidation of the Bolivarian Revolution led
by Hugo Chdvez in the mid-2000s—which embraced extra-regional actors
as a counterweight to the United States—that Russia’s projected priorities
coalesced into the Great Power competition now underway.

Venezuela’s Bolivarian Revolution espoused a specific doctrine that
sought to limit U.S. influence in the region, while rejecting liberal demo-
cratic norms and seeking alliances with new, extra-regional actors.'® As the
Bolivarian movement, with Venezuela’s support, took power in Bolivia,
Ecuador, Nicaragua, Suriname, and El Salvador, it formed an unprece-
dented regional bloc of populist nations. The Bolivarian Alliance espoused
“21* Century Socialism” and an end to the influence of the U.S. “empire”
in Latin America. The combination of Russia secking a broader global role,
and the Bolivarian Alliance aligning

' o, closely with Russia’s strategic vision, led
The Putin regimes outreach — , , mutually beneficial partnership.
in Latin America is Such actions occurred as the United
calibrated to maximize States was already withdrawing its pres-

impact with low-cost actions. << in the early 2000s. Lacking the

resources for large projects and massive
................................................................. investments, Russia primarily works
through former Cold War allies such as Cuba, Nicaragua, and Venezuela,
rather than engaging the entire region. The Putin regime’s outreach in Latin
America is calibrated to maximize impact with low-cost actions.
Moscow wields its influence in Latin America in three primary ways.
First, Russia is increasingly engaged in shows of military prowess either
through training or the deployment of Russian military technology. Second,
Russia maintains an increased reliance on controlling the narrative of infor-
mation and disinformation. Through both media outlets and social media
targeting, Russia engages actively in Latin America’s political and social life.
Finally, Russia actively uses its own banking system and the development of
cryptocurrencies to create a parallel financial system operating outside U.S.
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and European financial systems and control—primarily to assist allies like
Venezuela, Nicaragua, and Cuba in avoiding U.S. sanctions.

Russia’s military and law enforcement activities in Latin America are
more visible and targeted. Over the past two years, Russia has carried out
several provocative military maneuvers designed to both project military
power and demonstrate to the United States that Latin America is not
beyond Russia’s reach. Similar to what Russia views as the U.S. meddling
in its “near abroad” of Ukraine and other neighbors, Russia wants to show
that it can reach the United States’ “near abroad” as a strategic counter-
point."” This includes the creation of a regional counternarcotics training
center in Nicaragua, the expansion of regional cooperation consortiums,
joint military training exercises with Venezuela and Nicaragua, and mili-
tary-to-military exchanges for Russia’s allies across the hemisphere.'®

The Russian military has been particularly visible in Venezuela, one of
Russia’s staunchest Latin American partners. In September 2019, Interfax
reported that a “group of Russian military specialists” arrived in Caracas
and that the Venezuelan and Russian militaries were to discuss improving
cooperation.'”” Recent Russian actions included the deployment of two
nuclear-capable bombers, as well as the deployment of intelligence collec-
tion ships and an underwater research ship to Venezuela that is capable of
mapping vital undersea cables.”® All these measures are designed to show
Russia’s capability in projecting power into the Western Hemisphere.

Second, Russia uses media as an inexpensive influencing tool. RT TV
and Sputnik News offer sophisticated Spanish-language programming that
is widely consumed throughout the region. RT has also expanded its phys-
ical presence, and can now boast bureaus in Buenos Aires, Caracas, Havana,
Los Angeles, Madrid, Managua, and Miami.”' Beyond television, Russia
accesses Latin American users through social media. For instance, when
violent unrest roiled Colombia, Chile, and Ecuador in late 2019 and into
early 2020, State Department analysts documented Russia’s direct partici-
pation in spreading disinformation and running social media campaigns
to sow violence and chaos. During Chile’s unrest, nearly 10 percent of all
tweets supporting the protests against the Pifiera government originated in
Russia.”* Such actions serve as an extension of Russia’s already documented
interest in using its media and social media platforms to undermine trust in
democratic institutions. As former Deputy Assistant Secretary of Defense
for the Western Hemisphere, Frank Mora explained, Russia is:

“attempting to undermine and discredit the democratic consensus
that the U.S. has, since at least the end of the Cold War, sought
to defend and promote. Moscow’s other key strategic objective is
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to create or intensify existing cleavages between Washington and
its allies, whether its NATO or its two most important strategic
partners in Latin America—Mexico and Colombia. Weakening
U.S. influence and its historic bonds with Latin America serves the
Kremlin’s global objective of undermining the Western world and
United States leadership of it.”*

Russia’s final primary area of interest revolves around its role in the
international financial system. Russia’s use of alternative financial insti-
tutions is primarily designed to avoid the U.S.-based dollarized banking
system and subsequent susceptibility to financial sanctions. The develop-
ment of regional cryptocurrencies, such as the Petro in Venezuela, was
designed by Russian nationals in Uruguay.?* In a departure from the design
of other popular cryptocurrencies (like Ethereum and Bitcoin), the Petro
has been auctioned as a ‘pre-mined currency, meaning the government
would produce and control it. The only countries now using the Petro
are Russia and Venezuela.”® The transactions are carried out through a
series of Russian and Venezuelan banks, all under U.S. and E.U. sanc-
tions, operating in Venezuela and Panama. These include Gazrprom Bank,
Vneshekonombank (VEB), and Evrofinance Monsarbank.?

Overall, it is clear that Russia—through military projections of
power, an expanding media and social media presence, and banking sector
alternatives—is competing on a broader strategic level than is generally
acknowledged. Even so, Moscow’s focus remains relatively narrow and not
backed by significant resources to build broad and sustainable alliances.
While Russia’s actions in Latin America certainly warrant attention, it is
unlikely that Russian activities and influence will expand dramatically
outside of these narrow actions and overall objectives in the near future. As
such, Russia challenges for a growing, but still limited, amount of Great
Power in Latin America. The same cannot be said for China.

CHINA IN LATIN AMERICA

While Russia only engages ideological allies in Latin America, the
People’s Republic of China (PRC) engages with governments across the
ideological spectrum. Since the early 2010s, and continuing in the last three
to four years, China’s growing presence in Latin America has focused on
increasing trade, developing infrastructure investment, installing commu-
nications technologies, and deepening new or existing diplomatic ties.
China presents itself as a global superpower capable of providing military
training, business opportunities, and foreign assistance not conditioned by
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anti-corruption benchmarks or environmental impact standards. China’s
three primary methods to engage the region are through major infrastruc-
ture programs (often through the Belt and Road Initiative), diplomatic
and educational outreach, and through

state-owned media outlets and teche

nology companies. China presents itself as a

global superpower capable of

Before exploring Chinas three
primary areas of influence, it is essen- i . o
tial to note that one reality that facili- A" oviding military training,
tated Beijing’s entrance into Latin business opportunities, and
America is the inducement of countries foreign assistance not
throughout the region to break diplo-
matic relations with Taiwan. At the end
of 2015, only twelve countries in Latin . .
America and the Caribbean (and eigh- €72V onmental impact
teen globally) recognized Taiwan. As standards.

China’s interest in the region grew, SO ...

conditioned by anti-
corruption benchmarks or

too did China’s desire to engage coun-

tries with whom it had very little historic engagement. China initiated a
major initiative in January 2016 to actively seek new diplomatic relations
with countries who historically recognized Taiwan, and within two years,
Panama, El Salvador, and the Dominican Republic switched their diplo-
matic relationship to Beijing.”” In exchange, all three countries received
large amounts of aid and promises of investments in mega-projects. With
this entrée into Latin America, China successfully accelerated its effort to
access the region writ large.

Chinese infrastructure and development programs are the most
noticeable and quantifiable aspect of Beijing’s influence in the region.
Many current projects occur under the Belt and Road Initiative (BRI),
which began in 2013 and has since become one of the largest global infra-
structure programs in history.?® Due in part to China’s increased diplo-
matic campaigning, a total of nineteen Latin American countries formally
participate in the BRI, with three new countries joining in 2019 alone.”’
Twenty-five of the hemisphere’s thirty-one countries (including Caribbean
nations) now host Chinese infrastructure projects that are largely financed
through Beijing’s pledged $150 billion in loans. These loan structures now
make China the region’s largest foreign investor and creditor, surpassing
the United States, though the United States still maintains dominance on
trade with the region. As Admiral Faller noted, with these funds, China is
“practicing the same type of predatory financing and ‘no strings attached’
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largesse it has wielded in other parts of the world.”*® The difference is that
China only recently began actively interacting with Latin American nations.

While Chinese infrastructure projects in Latin America range from
bridges to rail lines and highways to dams, one specific type of infrastruc-
ture project is particularly noteworthy: maritime ports.*® Chinese compa-
nies now own outright, or control important parts of, fifty-five ports in
Latin America, many of them tied directly to the Chinese state.” This
includes both ends of the Panama Canal and other key choke points. As
one report by the Washington, D.C.-based research center, C4ADS, noted,
“port investments are viewed as vehicles with which China can cultivate
political influence to constrain recipient countries and build dual-use
infrastructure to facilitate Beijing’s long-range naval operations.” Admiral
Fallon called port investment the most concerning area of Chinese influ-
ence because of the strategic value ports offer the Chinese, as they create
opportunities where the Chinese military could “threaten sea lanes vital to
global commerce and the movement of U.S. forces.”**

Second, China is moving aggressively with its growing economic
clout to shape hemispheric political events through diplomatic and educa-
tion or cultural outreach projects. Between January 2013 and December
2018, Chinese President Xi Jinping and Foreign Minister Wang Yi made
at least thirty-three state visits throughout Latin America.” In addition
to Chinese visits to Latin America, China has received presidents from
countries throughout the region, including—perhaps most notably—joint
meetings with the presidents of Panama, El Salvador, and the Dominican
Republic, who all switched their countries” diplomatic ties from Taiwan
to the People’s Republic of China in November 2018.% China far outper-
forms both the United States and Russia in this form of high-level diplo-
matic engagement. Beyond the optics of consistent meetings, official visits
have also frequently served a secondary purpose of announcing new infra-
structure programs or educational exchanges between countries, furthering
China’s position in the region.

Following this trend of high-level engagement, China also engages
in a series of other diplomatic meetings. For instance, for the first time
in April 2018, China was granted observer status at the Summit of the
Americas held in Lima, Peru. This was also the first summit that a U.S.
president did not attend, offering a stark reminder of the shifting regional
priorities for both nations. While President Trump opted not to attend
the summit (instead sending Vice President Pence), China elected to enter
the Lima Summit with the hopes of dramatically increasing trade with
Latin America.”” Following the summit, China emerged as the top trading
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partner for Brazil, Chile, Peru, and Uruguay, some of the largest Latin
American economies. ** In 2020, as the coronavirus pandemic has spread
across the world, China has reached out to Latin American nations to offer
equipment donations, painting itself as the partner to many nations in
a practice dubbed “medical diplomacy”.”* While more costly than other
activities discussed in this article, China’s economic outreach vis-a-vis
diplomatic channels and high-level visits has proven to have strong returns
in terms of Chinese objectives in the region.

Finally, Beijing is engaged in both media and technological engage-
ment to expand their influence in Latin America. China, even more than
Russia, has placed significant emphasis on building a media presence in
the hemisphere, focusing on virtual platforms, while also not abandoning
traditional media outlets. Xinhua, the state news agency, has twenty-one
bureaus in nineteen countries and more than 200 media clients, many of
whom receive the Xinhua online news for free or at a steep discount.’ Cai
Mingzhao, the director of Xinhua, said his mission is to use the agency’s
fifty years of experience in the region to “play a larger role in shaping a
China-Latin America and Caribbean community of common destiny.”*!
In addition to Xinhua, 7he Peoples Daily produces Spanish and Portuguese
language content and China Central TV (CCTV) has a 24-hour Spanish
broadcast. China Today maintains two Spanish language websites, and
these outlets have Spanish-language accounts on social media as well, thus
accessing a significant portion of media and news consumers throughout
Latin America.*?

At the same time, Huawei and other Chinese technology compa-
nies are expanding rapidly in Latin America, with Huawei and ZTE now
operating in sixteen countries throughout the region. These telecommu-
nications firms support “the backbone of commercial and government
communications systems, providing a backdoor for the Chinese govern-
ment to monitor and intercept official information” the United States shares
with its partner nations.*® Huawei’s “Safe Cities” program of sophisticated
surveillance through CCTV in urban areas operates in Mexico, Ecuador,
Bolivia, and Argentina.* These programs have been widely documented as
providing bulk data to the Chinese government, undermining individual
privacy, and furthering surveillance state operations for host countries as
well as China.®

Such technology projects are not limited to Huawei and ZTE,
however. China’s military-run space station in the southern Patagonia region
of Argentina, operational since October 2018, is another area where China
appears to have gained a strategic edge over the United States. The isolated
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station is operated by the China Satellite Launch and Tracking Control
General (CLTC) of the Chinese Liberation Army.“® Under the terms of the
fifty-year lease, the 200-hectare (508 acre) property was granted diplomatic
status, and the Argentine government has virtually no oversight. The first
Argentine government delegation to visit the station came a year after it
was operational. While claiming to have a visitor’s center, no visitors are
allowed.”” U.S. and Argentine officials fear the station could be used to
access satellite information, hide data collection efforts, and interfere with
U.S. satellite command and control.

While Chinese objectives in the region center around economic gain
and strategic positioning, rather than the pursuit of narrow ideological or
political goals, China’s presence in Latin America is also significantly more
advanced and widespread than that of Russia. From controlling dozens of
maritime ports to becoming a primary cellular services provider throughout
the region, China now has control of many of the economic valves of Latin
America while having access to significant amounts of data. Neither Russia
nor the United States seem poised to compete with Beijing on this front,
at least not in a sustainable manner. Rather, China seems best positioned
to continue their activities in the short and medium term without a Great
Power competitor to compete when it comes specifically to economic and
soft power operations.

CONCLUSION

In a multipolar world, jockeying for a geopolitical advantage does
not necessarily imply a threat, and Great Power competition is not always
harmful. In the case of Latin America, Great Power competition is increas-
ingly complex. Competition prompted by the United States, Russia,
and China often promotes all three countries’ own interests rather than
improving the conditions of the Latin American nations themselves.
Emphasizing strategic objectives—such as eradicating corruption or
building a mutually beneficial regional security structure—are not among
the priority interests for China and Russia, nor the United States as of
late. Nonetheless, all three primary actors engage the region with different
agendas, approaches, and anticipated outcomes.

U.S. influence is waning, in part by design, and in part because of
other emerging actors. That said, the United States still makes a concerted
effort through counternarcotics, immigration enforcement, cultural inter-
connectedness, and trade to maintain strong partnerships. As U.S. aid to the
region has been systematically cut and U.S. Southern Command remains
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the smallest of the Combatant Commands, the security agenda is faltering.
Moreover, training and exchange programs are withering, and messaging
for the region through U.S. government platforms has been slashed. The
United States does still retain some significant advantages. With geographic
proximity, millions of Latin American people living in the United States
(and vice versa), a shared history, and billions of dollars in remittances that
flow back to the region, the United States and Latin America have cultural
and historical ties that bind. The U.S. military is still viewed as the best in
the world and remains a coveted training and strategic partner.

Russia holds fast to a few allies that are ideologically aligned—
primarily Venezuela, Cuba and Nicaragua—while employing targeted,
low-cost and high-impact strategies to garner public support from the
countries in Latin America where Moscow operates. This allows the Putin
regime to play in the United States’ near abroad while limiting the finan-
cial burden or diplomatic clout needed for Russia to remain a player in
the Western Hemisphere. Through a robust media, (dis)information, and
cyber campaign, Russia is shaping an environment that asserts itself as a
member of the three Great Power competitors. Finally, through the use of
Russian banks and cryptocurrencies, Russia helps allies ensure some finan-
cial stability as U.S. sanctions have increased in recent years. At its core,
such an engagement strategy allows Russia to compete globally as a Great
Power through ideological allies with whom Moscow already has relations.

China has taken a more expensive, but likely more enduring approach
in establishing itself as a significant force in the region. Rather than looking
for ideological allies, China offers no-strings aid to governments across
the hemisphere and has the resources to deliver on those promises. With
an enormous state media presence, China constantly engages in a region
where it now wields economic and social clout. This engagement architec-
ture has become visible during the coronavirus pandemic, though exten-
sive diplomatic outreach existed well before 2020. Additionally, through
its cell phone, satellite, and electronic capabilities in the region, China
has enormous access to bulk data and the market for residents’ telecom-
munications services. Finally, with its robust infrastructure and develop-
ment projects, China maintains direct access to maritime ports, airports,
and even railways and dams. The culmination of this infrastructure buyup
presents significant implications for future economic and military access
points, placing China in an increasingly advantageous geopolitical space,
at least in Latin America.

The United States, Russia, and China then are engaged in an unprec-
edented—and likely persistent—strategic competition in the Western
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Hemisphere and throughout the world. The United States remains the
predominant force in the region, however, both Russia and China have
made significant inroads that should not be ignored. All three great powers
pursue different strategic interests and approaches to the hemisphere, often
for their own economic or ideological gain. This means that the once-
automatic dominance of the United States in trade, military assistance,
access to critical infrastructure, and control of sea lanes and ports is now
a thing of the past. The United States is understood as one option, rather
than the sole option, and continues to lose ground amid active influencing
activities by both Russia and China. In a region seldom considered in the
Great Power competition debates, tri-polar competition now appears to be
the new normal in Latin America. f
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Reset or Relapse?
U.S.-Russia Relations in
the 21% Century

A CONVERSATION WITH
AMBASSADOR THOMAS PICKERING

FLETCHER FORUM: Ambassador Pickering, thank you so much for joining
us here.

THOMAS PICKERING: It is nice to be with you.

FORUM: The end of the Cold War promised a new era in United States-Russia
relations. However, thirty years on, these relations are strained, to say the least.
In short, what happened? What or who is to blame? What factors caused this?

PICKERING: It’s a very long story. In most enterprises of this sort, I think
there is blame enough to go around. Russia under Putin hardened up their
policies and saw the extension of the [North Atlantic Treaty Organization],
the abrogation of the [Anti-Ballistic Missile] Treaty, among other things, as
issues they objected to. They were particularly concerned about our role in
Libya. I think our role in Iraq was also something they took umbrage about.
The United States clearly was deeply disturbed by Putin’s actions in Crimea
and in Ukraine, and less so but clearly felt quite deeply opposed to Syria. So

Thomas Pickering has served as Vice Chairman of Hills and Company since 2016. He
previously served as the U.S. Ambassador and Representative to the United Nations in
New York under President George H.-W. Bush and as the U.S. Under Secretary of State
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Nigeria, and the Hashemite Kingdom of Jordan. He received the Distinguished
Presidential Award and the Department of State’s highest award, the Distinguished
Service Award. Pickering holds a Bachelor of Arts from Bowdoin College and a Master
of Arts from The Fletcher School of Law and Diplomacy at Tufts University.
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those things—as products of how each side wanted to conduct its domestic
politics and its international activities—became contentions rather than
areas of cooperation. It meant that over time and, on both sides, leadership
took advantage of what the other side
had done, was doing, or was presumed
Its complicated. There to be engaged in to create opposition.

are arveas where we still It supported them in their domestic
political activities: Putin in popularity,

cooperate, there are areas _ ' )
Americans in elections. And so we went

where we don’t, and there o
> from a situation where we had, at the

are areas where we could, beginning of the century, conducted
but now don’t seem to be diplomacy—many people will say not
interested in doing so. very successfully, but that’s an argu-

................................................................. able point—to a situation where we

engaged in demonology and that seems
to be a preeminent part of the relationship. It’s complicated. There are areas
where we still cooperate, there are areas where we don't, and there are areas

where we could, but now don’t seem to be interested in doing so.

FORUM: The current national defense strategy of the U.S. emphasizes a return
to Great Power competition, including with Russia. Do you agree that the
United States faces a Great Power competition with Russia and is this “Cold
War 2.07 inevitable?

PICKERING: [ think that many people will find comparisons with the
Cold War which are apt and approaches to dealing with the problem which
are germane. I think, though, that this is a different time and a different set
of relationships. The original Cold War dimensions were such that we never
thought there were any possibilities of negotiated solutions or redeeming
virtues. It went from the 1940s, when we attempted to negotiate and we
felt we were rebuffed by the Soviets, into a period in the 1950s where
it became clear that avoiding that most horrific of all circumstances—a
nuclear conflict between the United States and the Soviet Union—was all
that really mattered. This marked a clear difference over time. Now, we
appear to have forgotten some of those lessons, be headed down some of
the same roads, be headed toward the direction of doing two things, while
tearing up the agreements that helped us build stability in our nuclear
relationship. It was far from perfect, but it was better than a zero-sum
game. Opening the door to what clearly is pending as another nuclear arms
race would not exactly repeat what we had in the Cold War. In the Cold
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War, we jointly held 70,000 nuclear weapons at the peak. They provided
no more assurance—to put it another way—of survival or stability than
10,000 weapons or 1,000 weapons. And so, it was a huge drain on the
economies of both countries. Eventually, it was one of the things that
contributed to the collapse of the Soviet Union. It was, in many ways, an
indication of no more security at jointly holding 70,000 roughly evenly
divided than to holding 12,000 today, or 1,550 deliverable weapons as
the most “accurate” number. So in many ways, we need to guard against
committing the fallacies of the past and engaging in an arms race to believe
that it produces some substantial security and foreign policy advantage for
us rather than working on the possibility, as hard as this is to see now, of a
set of relationships between the two of us which guard against things like
accident miscalculation and misjudgment which could lead to a conflict.
I've been very impressed by the fact that many of the experts can tell us
how we might slip into nuclear war but there isn’t anyone who knows how
to stop it once you get going. We are not configured to do that very well.

FORUM: Shifting slightly to the Russian domestic front, Viadimir Putin has
ruled Russia for nearly twenty years now through this near-two-decade consoli-
dation of power. He seems to have all bur ensured his permanence in Russia
leadership. Is there any path, however unlikely, that you see him leaving power
in the near to mid-future?

PICKERING: No, I don't. I think that to be best counsel based on the
history of the past, when it seemed to me that the Putin party may have
been in danger of losing its ascendancy in the Russian lower house—the
Duma—in 2011 when Putin was about to come back as president after
his short term as prime minister. Putin himself, I think, had a real bath of
cold water when it came to his continuing capacity to stay in power. There
were street demonstrations and several indications besides that he might
have to high jump his next obstacle. I think he quickly moved in and
turned that around, in part, through clever emphasis on Russian nation-
alism and foreign security policy in constant pressure to rebuild Russia as
a great power. An emphasis on that as well as some efforts to criticize and
attack the United States on things that he considered aggressive American
activities and mistakes made toward Russia. Some effort to drive wedges
between the U.S., the European Union, and NATO wherever he could.
He was not totally successful in this, but he did manage to reinvigorate his
popularity. We have seen in recent months that this can go up and down,
but it has not tumbled so badly that one would consider he is in jeopardy.
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He ends his term in 2024 and there are many theories about what he will
do: become leader of a state council which he will elevate to a very high
form, become prime minister and increase the roles of the prime minister
(once again) while decreasing those of the president, join with Belarus
and form some new, supra-national joint arrangement in which he would
become (surprise, surprise) the president of that organization and allow
that to amount to control of Russia as well. I do not think Lukashenko and
Belarus, at the moment, are ready for that kind of step-down or step-aside,
but we will see. Russia has significant power in the region and significant
influence over Belarus.

FORUM: Among Russian elites, there seems to be a myriad of swirling ideolo-
gies: from Russian nationalism, Eurasianism, Slavism. .. To what extent do you
think that [President] Putin is guided by these ideologies, or are they simply
tools for him?

PICKERING: In many places, I think that assessing the durability of
certain ideologies is impossible. Populist nationalism is perhaps a new
adaptation which can selectively shift between left- and right-leaning ideas
as in a way that most effectively maximizes its popularity and success.
And so, I think we have come into a
period where Russia is less ideologically
motivated. Russia felt and Russians felt
badly burnt by the ideological rigidity
of Marxist Leninism and its attempts
to proscribe all solutions from one

The fascinating thing is that
Putin himself does not seem
to pay a lot of attention to
the economy. Maybe, in
believing economic reforms single source of value. Russia further

are costly and painful, he

doesn't want to undertake

made some serious mistakes as a result
of its rigidity, particularly in things
like the organization of the economy,

those now. Hes prepared

to see everything he can

do through the magics of
his other formulas, which
Tve discussed, to create a
situation where people are
prepared to bear the burden

of a status quo economy.
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thing is that Putin himself does not seem to pay a lot of attention to the
economy. Maybe, in believing economic reforms are costly and painful,
he doesn't want to undertake those now. He’s prepared to see everything
he can do through the magics of his other formulas, which I've discussed,
to create a situation where people are prepared to bear the burden of a
status quo economy. There are statistics that laboring people haven't seen
an increase in wages above inflation that have been in any way meaningful
to them in some time.

FORUM: One of the most worrying challenges—especially in 2020, an elec-
tion year—is Russias broad array of disinformation campaigns against the
United States. What can the U.S. and other Western nations do to counter
these Russian active measures?

PICKERING: Well, I think that no respectable foreign intelligence
agency—here or in Russia—would fail to take advantage of openings
which would allow it to promote its national interests. The notion that
there is now a settled policy about interference in internal affairs—despite
the UN charter’s requirement not to do so—is gone with the wind, at
least for the moment. Countries are now in a position of having to defend
themselves in many ways, and one of those is to tighten cybersecurity for
interventionist purposes. That is to say that they need the means to directly
combat misinformation, but this proves difficult because there is an over-
whelming cascade of information coming at them from all sides. The more
one uses untruth in his own system and in his own support, the more likely
it is that he is going to confuse listeners and unbalance listeners in their
willingness to trust a single source of information as reliable, or to stymie
listeners in how they determine whether a source is true or not. That is
very destructive because democracies rely on truth. Imagine, for example,
what would happen if someone was able to completely dislodge the scien-
tific method. It is essentially what the untruth propagation is an attack on.
How would physics, chemistry, biology, and all their many ramifications
operate successfully if everybody could choose their own laws and propa-
gate them whether they produced repeatable, verifiable results or not? We
saw in Soviet agriculture ideas that were biologically propagated which had
no real meaning at all and tended to upset Soviet agriculture very badly.
That also wasn’t the only problem with Soviet agriculture. We've already
seen experiments to manufacture independent versions of the truth in the
area where it counts most—the measurable world of science—as well as
what a clear mistake it is. As we all know, social science is not similarly able
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to provide the stark data necessary to prove all of its truths, but it seeks to
emulate the world of science because we know that reliance on established
physical fact is something we can hang onto and it has no politics to it. It
can produce real advantages and find progress in our country. Similarly, we
can do that in politics but in economics we have a more statistical base. We
don’t ever reach for fiction. The unhinging of this in one of these areas is
the effort to unhinge the whole system in public confidence.

FORUM: Moving to another large issue in the bilateral relationship—one that
is rather slower burning in recent years—is the Ukraine question. What does a
Sfuture resolution to the Ukrainian crisis look like, and what is the role for U.S.
diplomacy there?

PICKERING: Without repeating the earlier words of my discussion here
at Fletcher in excruciating detail, there’s a definite role for U.S. diplo-
macy. What I will also say is that it may start on the economic side where
Ukraine badly needs help. The country essentially needs to put together
a set of arrangements funded by the outside world—Europe, the World
Bank, the International Monetary Fund (IMF), and so on—which could
help to strengthen the Ukrainian economy and bring about reforms. The
main reform vehicle would be to attack corruption, which is obviously an
undermining aspect of what's happening in Ukraine. It could also bring
more fairness into Ukrainian politics by recognizing both Russian and
Ukrainian as equal languages for their people, which may in turn cause
more average Ukrainians to examine the question of where and how more
authority can be given to the oblasts—the local provinces—in governing
their regions. This would further give greater voice to concerns which
native Russian speakers in Eastern Ukraine and the Donbas have felt are
important to them. It could also help to look at the question of whether
Ukraine can become a bridge country—or could have a foot in both sides
of economic organizations such as the European Union (EU) and Putin’s
Eurasian Economic Union (EAEU). That would be hard but not impos-
sible. Maybe, over time, the Ukrainian people could select which kinds of
security arrangements and economic arrangements it might wish to join on
a permanent basis. Something like this would be helpful if in fact it could
lead early to an observation of the Minsk Agreements which might be
honed and improved. The United States could join the group and partici-
pate in that. There doesn’t seem to be any inclination on the U.S. side to
take any of these views at the present time or to join in. This is only one
set of ideas; there may be others worth looking at as well. No one would
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want to give up the independence of Ukraine. One would try to solve
the conflict and to do so in a way that left Ukraine whole and free—even
recognizing that Ukraine should take a larger role in recognizing some of
the complaints about it. This is only one set of ideas; there may be others
worth looking at as well.

FORUM: On the energy front, the United States seems to be fairly ineffective
in stopping the construction of Russian gas pipelines to Europe. What should
the U.S. do to limit Russian oil and gas leverage over the European continent?
Or, given willing European cooperation in building these pipelines, should the
U.S. really care or do anything ar all?

PICKERING: In 1994, I gave the annual speech at the Dishli meeting
for the Dishli Conference and I had two paragraphs in it saying to the
Europeans that they should be cautious about overreliance on Russia as
a source of oil and gas for the various reasons that lie behind your ques-
tion. You're still asking the question, so my two paragraphs had almost no
effect, but it is a problem. And I think the way to proceed in this problem
is to seek to provide the Europeans with alternative sources. Either on a
competitive basis now or made readily available so that the ability to shut
down the dependence they have on Russia is less and less significant in
their own economic survival. And we're in a strong position to do that, in
part because we've now become an exporter of oil and gas. Western Europe
is also building more terminals for the absorption of things like [Liquefied
Natural Gas], which require some significant industrial facilities. Over
time, I suppose North African oil and gas and other sources are available.
There are new provinces coming along in Guyana and Eastern Africa that
could provide Europe with oil and gas. It’s a fungible commodity, and it is
world-wide traded. We also don’t want to put the Europeans in a position
where any structures they may have constructed—as useful as they will
be—and as helpful as they may be in economic terms, become the sole
source. And I think it’s better to do that than try in one way or another
to block the construction of arrangements that the Europeans themselves
seem to want. But remind the Europeans, in fact that total dependence
is not something that they should consider to be ideal. Or even, perhaps,
useful.

FORUM: Moving forward, are there any issues where you see potential coop-
eration between the United States and Russia?

PICKERING: We have cooperated on the space station. We should and
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continue to do that. We have a common interest in terrorism and fighting
terrorism and that’s important. We have a common interest in fighting drug
and narcotic abuse and transport, and that’s an important question. We
have a common need to help resolve problems in the Middle East, which
we each seem to be on a course where one way or another we don’t meet.
And that’s difficult. I think that the Russians have continued to be helpful
to us in having access to Afghanistan. The need has gone down, but it has
not disappeared. And that’s an important piece of ongoing cooperation.
And [ believe very strongly we should open a dialogue on a continuation of
New START. And if it’s possible, maybe to find ways that it could add what
I would call a Trumpian initiative or a Trump initiative to New START.
Perhaps by beginning to include some ideas and agenda for next steps in
nuclear disarmament. My feeling there is that while President Trump wants
to involve China, the way to involve China at this stage is perhaps to seek
to develop an arrangement where the two negotiating partners who have
to make the decisions keep the other three recognized nuclear powers—
China, Britain, and France—fully au currant with the negotiations and
where they’re going. And maybe find times jointly to meet with them. But
involving them in negotiations means putting extra fingers on the scale,
so to speak, of balance. And I think that would be a mistake. But were we
to do that this time, that would put them in a strong position, hopefully,
to have enough knowledge and enough background to join in negotia-
tions where the next stage comes along. And if the following stage to 1,550
deliverable weapons is around 1,000—below that it might be 600-800—
and that would mean that they would have to play a role in that because
we would want to begin to have concomitant reductions in other people’s
nuclear weapons stocks in order to provide for the international balance.

FORUM: And finally, as a veteran statesman who was with the U.S. Foreign
Service for over four decades, what advice would you give to President Trump or
a future president to help strengthen the State Department, the Foreign Service,
and American diplomacy in general?

PICKERING: Well, I hesitate to provide advice because in some ways it
might be misconstrued, if it ever is noticed, as something that comes from
a tainted source. Which is, I think, something that the president unfortu-
nately has adopted with respect to professional diplomats. And that is not
a happy circumstance. I think the president should know that professional
diplomats owe it to him to provide their best possible advice. That advice
may not always coincide with what the president wants or where he is
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going. They then have the obligation to carry out the president’s foreign
policies, and if they cant do that, they have full freedom to leave. My
feeling is that our country needs a professional group of diplomats, and I
think that not having them means that we lose the effectiveness of years of
experience, the deep learning that comes with being involved in diplomacy
on an active basis, and the ability to develop good judgment and some
wisdom, knowing as many of the facts as one can know in advising about
foreign policy. The disconnect that has evolved, and some cases, the conten-
tion that has evolved through fights over “political loyalty” or not, are, in
many ways, | think, very damaging to the national interests of the country.
And I would hope the president is seeing them as damaging to his own
interest. After all, he’s sworn an oath to support the constitution and follow
the best interests of the country. But the president is in no way chained to
a professional set of diplomats. It’s a service that he should make available
to himself, whether he agrees with them on everything or not. Just the way
that the president should chain himself to the intelligence community to be
sure that he doesn’t miss vital facts, but in no way is he committed one way
or another to use those facts in any other fashion. And that’s the way our
system is set up and the way it has worked, and it has been quite successful
as a system. After all, we've been leaders of the world since 1945. And, in
many ways, that hasn’t been serendipity, but hard work and knowledge
and a willingness, obviously, to deal with questions—and to debate them.
And this is, in my view, where the State Department should be. I think
pushing people out of upper levels of the State Department—everyone at
the top grade, 40 percent or so at the next grade, and 20 percent at the next
grade—means that you've lost years of service capability and what I would
call honest advice-giving that you won't find easy to replicate in the future.
This has a long-term influence on how the country performs over the years
ahead, even beyond whatever the president’s term might be. f
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America’s Place in

the New World Order

A CONVERSATION WITH JOSEPH DUNFORD

FLETCHER FORUM: [n 2018, you criticized Google for its inexplicable
choice to avoid working with the DoD while simultaneously pursuing deeper
business ties with China. As the United States operates in an era of Great
Power competition with China, how can and should it confront this trend in
the private sector?

GENERAL JOSEPH DUNFORD: First of all, I'd like to provide a little bit
of context about this issue. I speak a lot about competitive advantage. I
was also looking at the issue through a U.S. military lens at that particular
time. When I look at the elements that have given us a competitive military
advantage, really, since World War II, the relationship the Department of
Defense had with the private sector has always come to the forefront. Our
ability to tap into the American people’s intellectual capital, to tap into
the production capability of U.S. industry, has given us the edge neces-
sary to move men, materiel, and equipment around the world. And so,
from my perspective, what I was first pointing out about Google was that
they had qualified what they will and what they won't do with the United
States government—with the Department of Defense, specifically. I also
think the prevailing notion was that those bright lines didn’t help China,
but if you read about Xi Jinping and his concept of civil-military fusion,

General Joseph Dunford (rez.) served as the 19th Chairman of the Joint Chiefs of
Staff, the nations highest-ranking military officer. In this role, he was the principal
military advisor to the President, Secretary of Defense, and National Security
Council from 2015 to 2019. He is a Senior Fellow at the Belfer Center for Science
and International Affairs, Harvard University, and currently serves as Chairman
of the Board for the Semper Fi Fund ¢ America’s Fund, which supports wounded,
ill, and injured active duty personnel and veterans from all services. A native of
Boston, Massachusetts, General Dunford graduated from Saint Michael’s College.
He also earned master’s degrees in Government from Georgetown University and in

International Relations from the Fletcher School of Law and Diplomacy.
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and you take a look at how China deals with the intellectual property of
any country or company that is of interest in China, it’s unreasonable to
expect that related work is not contributing to the development of military
capabilities of the [Chinese] People’s Liberation Army. I mean, it’s just not
possible. So from my perspective, this was not a “go to war with Google”
issue. The expression I used was, “we’re the good guys. We're not the perfect
guys. And we make mistakes from time to time, but who would you like
to have leading the world order? Who would you like to be underwriting
the rules in a world order?” Given what China has done both domestically
as well as in terms of economic coercion, political influence, and feeding
corruption globally, my argument to Google and other companies is that
it’s in their long-term interests to cooperate with the U.S. government.

FORUM: Public-private partnerships are also a powerful tool for bolstering
American competitiveness. How can the government court the private sector, or
more specifically, its talent, while pursuing this tougher line?

DUNFORD: Per my previous answer, this relationship has shifted.
Traditionally, a lot of U.S R&D—or a majority of R&D—was done by the
Department of Defense. So the U.S. government funded a lot of research
and development, and frankly, funded a lot of technological development
in the private sector. Today, most technological development takes place in
the private sector. So that requires you to kind of redefine your relation-
ship with the private sector and develop partnerships. An example of the
Department of Defense’s approach to that is what was DIUx, and now,
DIU, which is the Defense Innovation Unit. And what that was designed
to do is identify what emerging technologies are out there, available, and
of utility today, even as we invest in the long-term potential of their hori-
zons. | think that strong communication with industry is important. We
can't be looking at industry as the enemy, either. Cost overruns, schedule
challenges—those things notwithstanding. And there are many factors
behind that just besides industry malfeasance, which is not the root cause
of many of those things. We have to view U.S. industry as a full partner in
developing the capabilities of the U.S. military, and frankly, across the U.S.

government.

FORUM: 7he civil-military divide has come to the forefront of national debate
in recent years to include your tenure as Chairman. What advice would you
give to young servicemembers who face difficult choices when their political
beliefs run the risk of threatening mission focus?
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DUNFORD: This is a pretty easy one for me to answer. If you take a look
at recent Gallup polls, the military runs somewhere between 70 percent to
80 percent favorability amongst the American people. One of the funda-
mental reasons for that is that we're not looked at as a Democrat organi-
zation or a Republican organization. We're looked at as men and women
who swear to defend and uphold the Constitution of the United States, the
very idea and foundation of our country. Participation in partisan politics
erodes the trust that the American people have in us as a non-partisan
organization. So what I have said many times to people is, “look, when it
comes to policy that is being developed and executed by people who have
the statutory authority and responsibility to execute policy—whether you
like it or not, you execute it.”

Many times, people ask questions like, “under what circumstances
would you resign?” When it comes to these questions, my advice to young
people is, “that’s not an option you have in uniform. In particular, thats not
an option you have as a senior leader.”

Resigning over an issue of policy if that
policy is again developed and executed A senior leadler is in no
by someone that has that statutory greater a position of moral

authority and statutory responsibility— responsibility to quit because
a lance corporal, a specialist, a sailor, they don’ like the policy

or an airman can’t quit because the L
1 Y thats being implemented.

don’t like the orders they are given. A
senior leader is in no greater a position
of moral responsibility to quit because they don't like the policy that’s being
implemented. You obviously always have an opportunity quietly to retire
or to resign and you can do that, but I think it would be a mistake and a
violation of our ethos to make a public demonstration of your dissatisfac-
tion with policy. I feel the same way whether an individual is in uniform or,
in a case like mine, out of uniform. I don't think it is appropriate for me to
publicly criticize an elected official or a policy. I feel pretty strongly about
that. Someone who is just joining the U.S. military needs to think about
that as one of the things that would be expected of them throughout a career.

You concede some rights by choosing to serve. There’s not a law and
there’s not a directive—it’s an ethic. You choose to be part of the profession
and therefore you follow the ethos of the institution.

FORUM: Your successor General Mark Milley is facing an array of threats
to the United States. What's the greatest challenge he is facing as he begins his
tenure as Chairman of the Joint Chiefs of Staff?

VOL. 44:2 SUMMER 2020

77



78

THE FLETCHER FORUM OF WORLD AFFAIRS

DUNFORD: [ think General Milley is confronted with the same ones that
I was confronted with in 2015, as are most leaders in the Department of
Defense, and that is the challenge of balancing the management of today’s
crises and contingencies with making sure you develop the capabilities the
Department of Defense is going to need for tomorrow. Getting that balance
right has proven difficult. For well over a decade, we didn’t. As a result, our
competitive advantage eroded over time and the margin of our competitive
advantage is much smaller than it was in 2000-2001. We're in the most
complex, volatile security environment since World War II. Kissinger said
that five years ago and I think it’s truer today than it was then. General
Milley is dealing with that, but at the same time still has to focus the orga-
nization on the path of capability development and force design for the
future. Getting that balance right really is his biggest challenge.

If you want to talk about our greatest nation-state challenges, I prob-
ably would have characterized them differently six months ago. The rela-
tionship that is most tense right now is with Iran, particularly in light of
recent developments for uranium enrichment and stockpiling over the last
couple of weeks. Iran is either on a path towards a nuclear weapon or they
are trying to use that as leverage as they use violence to bring people back
to the table for the Joint Cooperative Plan of Action (JCPOA). The Iranian
situation is the top of the list. General Milley’s still dealing with violent
extremism. Kim Jong Un, despite the diplomatic outreach over the last two
years, did some testing two weeks ago [early spring 2020] and materially he
is in a much different place than he was in 2016 when many of us thought
he would announce in 2017 that they were a nuclear power. Ultimately,
General Milley, along with the Secretary of Defense and leadership in
Washington, are dealing with our competition with China and Russia.
Therein lies the tension I described to you between today and tomorrow.

FORUM: Youve talked briefly about the Defense Innovation Unit. Youve also
talked about the way in which the U.S. private sector treats intellectual prop-
erty as opposed to foreign governments. What are the major themes of capability
development, acknowledging the possibility that if the United States doesn’t get
it right, they won’t get it at all?

DUNFORD: Artificial intelligence is much talked about, but I assess that
it will have a profound impact on military capabilities, so it as a capability
is near the top of the list. Additionally, the need for resilience in space and
for space capabilities is why we stood up the Space Command and Space
Force. We made some assumptions in the 1990s that space would largely
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remain a benign environment. That assumption unfortunately failed to
hold, so now space capabilities are also near the top of the list. Quantum
computing combined with artificial intelligence is clearly going to have a
profound impact. And then, technological developments that are already
here create great challenges in the form anti-ship cruise misses and anti-
ship ballistic missiles. If you just look at Iran on a day-to-day basis, the
ratio of Iranian missiles to our ability to defend those missiles is signifi-
cantly greater. If you look at China, it’s even greater still. There is a lot of
technology out there, but I would highlight those as near the top of the list.

FORUM: Last year you remarked that U.S. competition with other world
powers in space has reached a Sputnik moment. What is your advice for the
head of the Space Force right now?

DUNFORD: I don't have to give the head of the Space Force much advice.
We selected carefully. We selected General [John] Raymond who has had a
deep background in space as the first commander of the United States Space
Command. Our Vice Chairman of the Joint Staff today, General (John)
Hyten, grew up in space issues and then went to Strategic Command. We
actually have some very mature, seasoned leadership in the Department
that understand space very well. I think the only advice that I do have is
when you start a new initiative like this, you only have a slight window
of opportunity to really mature that organization, articulate the require-
ment for resources, and lay out a vision that those resources will fulfill.
You can’t underestimate the need to communicate in Washington, D.C.
to the American people in the form of their elected representatives about
the importance of space and getting after some of the vulnerabilities we
identified. One of the reasons I supported moving out with the Space Force
and Space Command was the recognition that our dependence on space,
day-to-day as well as in a conflict, makes us vulnerable enough to require
serious changes on how we think about this newest warfighting domain.

FORUM: Throughout your career, youve emphasized the importance of mili-
tary modernization and readiness. In your mind, what’s the next great modern-
ization challenge the military will face in this new era?

DUNFORD: It gets back to power projection. When I was a student here
[at The Fletcher School], it was 1991. We had just completed [Operation]
Desert Storm and an unprecedented ability to project power when it was
necessary to advance our interests. For the next 10 years plus, we had an

unchallenged ability to project power. When I look at the United States
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Military from a perspective that asks, “what is our source of strength?”
I think we have two sources of strength. At the strategic level, it’s our
network of allies and partners that we have built up since World War II.
At the operational level, it’s our ability to project power when and where
necessary to advance our interests.

' What power projection capability thus
I think we have two sources  cang is that if you are able to estab-

of strength. At the strategic lish superiority in any domain, sea, air,
level, it’s our network of allies land, space, and cyberspace, at the time
and partners that we have and place of your choosing, you will
built up since World War 11.

At the operational level, its

be able to successfully advance your
campaign. We are challenged now in
our ability to project power and we are
our ability to project power challenged in each of those domains by
when and where necessary to the development of new technologies
that are fielded by China, Russia, Iran,
and even North Korea. New bench-

ﬂa’wmce our interests.

marks have been set for how we must
deal with all of them.

FORUM: Speaking of your time here as a student, you came into your most
recent role after studying at both Georgetown and Fletcher. While we know
which school is really better, what advice might you give to young foreign policy
and national security professionals looking to stay abead of the curve in this new
era of Great Power competition?

DUNFORD: This is probably overstated and you all may have heard what
I’'m about to say so many times that you'll roll your eyes when you hear
it. One of the strengths of a place like Fletcher is the relationships that
you build. You have to look outward. You can’t just be consumed by what
you are doing on a day-to-day basis and I think one of the best ways to
stay connected, to stay out in front, is to take that network that you've
developed here as students at Fletcher and maintain it going forward. You
are going to be engaged with people that will be headed off in a variety of
different disciplines and I think that staying connected to those individ-
uals, or staying connected to the trends in their disciplines, is going to miti-
gate the risk of being surprised. It won't necessarily keep you from being
surprised, but an ounce of mitigation is worth a pound of catastrophe. f
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ABSTRACT

Three decades after the end of the Cold War deprived U.S. foreign policy
of an orienting construct, policymakers appear to have converged upon a new
one: great-power competition. This essay argues that, at least as presently concep-
tualized, this construct is problematic on at least two grounds: it does not suffi-
ciently distinguish between China and Russia and risks drawing the United
States into an unbounded competition with those two countries.

INTRODUCTION

U.S. policymakers have spent the past three decades trying to
converge upon an overarching principle that would help them define
Americas role in world affairs. While the end of the Cold War removed an
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existential threat to the United States, it also deprived the country of its
lodestar, anticommunism, thereby rendering U.S. foreign policy suscep-
tible to strategic drift. The intellectual avatar of containment himself,
George Kennan, warned of this risk in 1994, when asked to weigh the
legacy of that doctrine. “Our statesmen and our public,” he explained, “are

unaccustomed to reacting to a world

situation that offers no such great and
While the end of the Cold all-absorbing focal points for American
War removed an existential ~ policy.”!

threat to the United States, it It would appear, though, that

) li ak h finall d
also deprived the country of policymakets have Hnafly  converge
upon a new Orlentlng construct.

its lodestar, anticommunism, Despite fiercely disagreeing over how to

ther fb)/ deering U.S. answer the aforementioned questions,
foreign policy susceptible to they widely embrace the core conclu-
strategic drl_'ﬁ. sion of the National Defense Strategy

(NDS) that the Pentagon released in
January 2018: “The central challenge to
U.S. prosperity and security is the reemergence of long-term, strategic compe-
tition by. . .revisionist powers” especially a resurgent China and a revanchist

Russia.” Referring to that document, Politico recently observed that “[t]
he blueprint has proved popular on Capitol Hill, where both parties have
called for adapting to meet new threats and pleas to wind down decades
of war are gaining traction.” This point bears reiteration, especially given
how starkly Republicans and Democrats disagree over most aspects of the
Trump administration’s foreign policy. While the current administration
has played an important role in articulating and advancing the construct
of “great-power competition” (GPC), the level of traction that notion now
commands across the ideological spectrum means that it is likely to endure
over the long term as a basis for shaping U.S. foreign policy.

THE HISTORICAL CONTEXT IN WHICH GPC AROSE

When the Soviet Union collapsed three decades ago, it appeared that
the world had entered into what the late Charles Krauthammer famously
called “the unipolar moment.” So preponderant was America’s perch
that observers around the world spent the 1990s debating exactly what
Washington would do with its extraordinary inheritance. Near the turn
of the twenty-first century, the Economist summarized how commanding
America’s position in world affairs had become: “The United States bestrides
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the globe like a colossus. It dominates business, commerce, and commu-
nications; its economy is the world’s most successful, its military might
second to none.”

The “new world order” of which President George H. W. Bush
famously spoke would be marked not only by U.S. preeminence, but also
by a more pacific, cooperative turn: the European Union (EU) would affirm
the capacity of countries to overcome historical enmities in the service of

forging a shared identity, the Internet
would undermine authoritarianism,
democracy would be confidently ascen-
dant, and globalization would reduce
the salience of borders and usher in a
new wave of regional and global coop-
eration on the world’s pressing chal-
lenges.® It is difficult to overstate how
different today’s world looks from
the one that many U.S. observers

believed—or at least hoped—would
emerge with the end of the Cold War.

While the current
administration has played
an important role in
articulating and advancing
the construct of ‘great-power
competition” (GPC), the
level of traction that notion
now commands across the
ideological spectrum means

Nearly two decades after the
attacks of September 11, 2001, the
United States is still conducting an

that it is likely to endure over
the long term as a basis for

shaping U.S. foreign policy.

ever-expanding campaign against a
resilient and adaptive terrorist threat, .................................................................
expanding beyond the theaters of Afghanistan and Iraq where its efforts
were initially concentrated. The global financial crisis of 2008-2009 and
soaring U.S. debt, meanwhile, have sown the impression that Washington
is as fiscally profligate at home as it is strategically undisciplined abroad.

The EU was supposed to be the exemplar of enlightened postwar
geopolitics. The 1990s and 2000s abounded with articles that advised the
Asia-Pacific to look westward for guidance on nurturing regional stability.
The EU, of course, now finds itself under siege from both left-and right-
wing disintegrationist elements, with the United Kingdom’s vote to exit the
EU serving as an especially sobering affirmation of that body’s declining
role in world affairs. Another indicator of that phenomenon: the World
Bank estimates that the eurozone’s output contracted by 2 percent between
2009 and 2017 (whereas America’s grew by 34 percent, India’s grew by 96
percent, and China’s grew by 139 percent).’

Many observers believed that the Internet would pose a serious, if
not insurmountable, challenge to authoritarianism. President Clinton
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famously observed in a March 9, 2000 speech that “liberty will spread by
cell phone and cable modem.” He remarked shortly thereafter that “China
has been trying to crack down on the Internet. Good luck! That’s sort of
like trying to nail Jell-O to the wall.”® Instead, we see that while digital
platforms are enabling dissident movements, they are also empowering
strongmen. Thirty-nine of sixty experts whom Foreign Affairs surveyed in
February 2019 agreed with the following statement: “Technological change
today is strengthening authoritarianism relative to democracy.”

Democratic progress is stalling, if not reversing. In its latest annual
report, Freedom House found that twenty-five of forty-one established
democracies have experienced net declines in their overall freedom scores,
warning that “many freely elected leaders...are increasingly willing to
break down institutional safeguards and disregard the rights of critics and
minorities as they pursue their populist agendas.”"

Resurgent nationalism and populism have frustrated global coop-
eration on challenges as diverse as climate change and macroeconomic
instability. There are presently over five times as many border walls and
fences as there were when the Berlin Wall fell."" As trade tensions between
the United States and China intensify, there is growing concern that
global supply chains might fracture and that we may witness the emer-
gence of technology blocs that operate on the basis of different norms and
standards.

The failure of the aforementioned hopes to materialize has chastened
the U.S. foreign policy establishment, leading to a wave of commentaries
about “the return of history” and the reemergence of competitive geopoli-
tics. In May 2017, then-National Security Advisor H. R. McMaster and
then-Director of the National Economic Council Gary Cohn coauthored
a widely discussed commentary in which they contended that “the world
is not a ‘global community’ but an arena where nations, nongovernmental
actors, and businesses engage and compete for advantage.”'* The Trump
administration came into office persuaded not only that the United States
had been preoccupied with counterterrorism for too long, but also, as
McMaster and Cohn’s piece implied, that post-Cold War U.S. foreign
policy had been naive. This latter conviction served as a backdrop of its
National Security Strategy (NSS), released in December 2017: “Since the
1990s, the United States displayed a great degree of strategic complacency.
We assumed that our military superiority was guaranteed and that a demo-
cratic peace was inevitable. We believed that liberal-democratic enlarge-
ment and inclusion would fundamentally alter the nature of international
relations and that competition would give way to peaceful cooperation.”
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Instead, the NSS concluded, “after being dismissed as a phenomenon
of an earlier century, great-power competition returned.”” It expressed
particular concern over China and Russia, warning that they “challenge
American power, influence, and interests, attempting to erode American
security and prosperity.”'* The Pentagon corroborated that judgment in
the aforementioned NDS, which was released the following month: “It is
increasingly clear that China and Russia want to shape a world consistent
with their authoritarian model—gaining veto authority over other nations’
economic, diplomatic, and security decisions.”"”

TWO CRITIQUES OF GPC

Given how dubious the pillars of post-Cold War triumphalism
proved to be and how vigorously a resurgent China and a revanchist Russia
are contesting the foundations of the postwar order—individually and in
partnership with one another—GPC appears to be a self-evidently merito-
rious frame through which to analyze world affairs. As presently conceptu-
alized, however, it is problematic in two key respects.

First, it frames China and Russia jointly. The NSS, for example, stipu-
lates “[t]hree main sets of challengers,” the first of which, it asserts, are “the
revisionist powers of China and Russia.” oo
The document refers to the two coun-
tries in immediate juxtaposition on
eight occasions in total, and the NDS
employs a similar framing. It is analyti- to C/71.P away at certain
cally dubious to group together the two — aspects of that system while
countries for at least two reasons. First, appreciating how essential
they are of markedly different material
proportions; between 2008 and 2018,

Beijing is more of a

selective revisionist, seeking

continued integration therein

Chinas gross domestic product went IS 10 15 ONGOLNG TESUTZEnce,

from being a little under three times where Moscow is more of
as large as Russias to over eight times an opportunistic disrupton

as large.’® Second, they approach the looking tofbmem‘ chaos and

ostwar order in considerably different Lo -
p . y e - regarding itself as a victim of
ways; Beijing is more of a selective revi- .. .

L . . . that system’s impositions.
sionist, seeking to chip away at certain
aSpectS Of tl_lat System Whlle appreci_ .................................................................
ating how essential continued integration therein is to its ongoing resur-
gence, where Moscow is more of an opportunistic disruptor, looking to

foment chaos and regarding itself as a victim of that system’s impositions.
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Grouping them together has significantly accelerated the progres-
sion of Sino-Russian military, economic, and diplomatic ties—a progres-
sion that that had already acquired renewed momentum in early 2014,
after the West imposed sanctions on Russia for annexing Crimea. Andrea
Kendall-Taylor, the director of the Center for a New American Security’s
Transatlantic Security Program, concluded last March that “[t]he strong
consensus in Washington around great-power competition as the center-
piece of U.S. foreign policy is likely to continue to provide incentive for
greater alignment between Russia and China.”'” A more intentional entente
between the two countries could further undercut U.S. foreign policy
objectives vis-a-vis Iran and North Korea and intensify the global push
to establish payment mechanisms that circumvent the reach of the U.S.
dollar—to name just two potential consequences.

The second, and more concerning, problem with the current formu-
lation of GPC is that it would appear to invite, if not compel, the United
States to enter into an unbounded competition with China and Russia,

irrespective of geography and issue. Consider these problem statements
from the NSS:

“China and Russia challenge American power, influence, and inter-
ests, attempting to erode American security and prosperity.”

“China and Russia want to shape a world antithetical to U.S. values
and interests.”

“China and Russia target their investments in the developing world
to expand influence and gain competitive advantages against the
United States.”

Or consider the following distillations, which give some sense of how
expansive mainstream observers outside of the government understand
that competition to be:

“Ultimately, great-power competition translates to the United States’
attempts to leverage its weight as a military and economic super-
power...against the ability of China and Russia to send money,
troops, and materiel with speed—and little, if any, oversight.”'®

“This conflict is over control of the modern levers of power—global
rules and institutions, standards, trade, and technology.”"”

“This competition is one over resources, influence, and nothing short

of the world order’s future contours.”*

A construct whose geographic purview and issue foci would both
appear to be unlimited does not lend itself to the articulation of clear long-
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term strategic objectives. It is telling that even those who are charged with
crafting and executing a GPC-centric foreign policy are themselves unsure
of what it would mean and entail. Defense News reported last May that
“some policy and strategy experts say the Pentagon hasn’t yet figured out
how to ‘compete’ with Russia and China. In fact, it hasn't even settled on
a definition for the ‘competition’ in ‘great-power competition.””*' Beyond
being strategically unsound, uncircumscribed competition will encounter
fiscal constraints and domestic wariness in the United States. America’s
debt is growing rapidly—as is the elderly’s share of its population—and
given its exhaustion over two decades of counterterrorist campaigns, the
public is likely to be reluctant to support indefinite, multi-domain contes-
tation against two formidable authoritarian powers.

CONSIDERATIONS FOR DEVELOPING AN ALTERNATIVE CONSTRUCT

In view of the preceding critique, what would a more sustainable
U.S. approach to strategic competition entail? The following two pillars
are far from comprising a coherent alternative to GPC’s present conceptu-
alization. They might, however, furnish a basis for a conversation aimed at
developing one.

Adopt a Different Approach to Sino-Russian Rapprochement

First, even though it is unlikely that it will be able to slow the
short-term progression of ties between China and Russia, the United
States should consider steps it might take in the medium to long run
to undercut the momentum behind
Sino-Russian cooperation. It should,
for example, refer to them separatelyin ~ Only if China and Russia
public statements and adopt differen-  believe that there may
tiated security strategies toward China ofF-ramps in their
and Russia, as treating them jointly

respective relationships

intentional in collaborating to blunt with Washington will they
the reach of U.S. influence. It should 7econsider the strategic virtue

also emphasize to both countries that of sustained hosti[il‘y.
the United States does not seek perma-
nently antagonistic ties, even though

will only compel them to be more

there may presently be few opportunities to collaborate with either. Only
if China and Russia believe that there may be off-ramps in their respective
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relationships with Washington will they reconsider the strategic virtue of
sustained hostility.

In addition, while avoiding an overt effort to erect a wedge between
China and Russia, which could have the unintended effect of driving them
even closer together, the United States could reinforce concerns that both
might have and/or should have about one another. It could remind China,
for example, that the continuation of robust Chinese growth will ride on
the security of maritime chokepoints, just as the expansion of the Belt
and Road Initiative will ride on the stability of participating countries.
Disruptive Russian gambits could undercut those objectives; Moscow’s
growing brinkmanship in the Middle East, for example, could destabilize
the flow of energy from the region, upon which Beijing is increasingly
dependent. The United States should stress to Russia, meanwhile, that it is
risky for one to tie one’s strategic fortunes so closely to a country that will
increasingly consider one dispensable. As its own national security inno-
vation base expands, China depends less on Russia for advanced military
hardware.* Russia would do well to supplement its growing outreach to
China with a more vigorous effort to bolster its partnerships with China’s
neighbors.

Prioritize Self-Renewal

Second, while the United States will invariably react to certain actions
taken by China and Russia, it should focus primarily on stimulating its own
renewal. Its competitiveness should not—and need not—be beholden to
two countries” decisions. Whether boosting the share of the federal budget
allocated to basic and applied science and technology research, modern-
izing its immigration policies with an eye towards retaining more high-
skilled talent, or enlisting the private sector in an effort to finance a credible
geo-economic agenda abroad, there are many steps the United States can
take independent of what China and Russia do or do not do.

Prioritizing an agenda of revitalization will be especially important
in view of the possibility, if not certainty, that China and Russia will seek
to provoke the United States into errors of overcommitment that emerge
from a lack of strategic clarity. China, for example, may try to induce
the United States to pursue a more reactive foreign policy by touting the
progress of its geo-economic initiatives; announcing new and ambitious
military, economic, and technological targets that it intends to achieve by
2049, the centenary of the People’s Republic of China’s establishment; and
casting itself as a more predictable guardian of an open economic order.
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Despite confronting increasingly acute domestic stresses and growing
global disquiet about its strategic intentions, Beijing conveys an aura of
inexorability around its resurgence. For its part, Russia may also try to goad
the United States by pursuing symbolically significant—even if strategi-
cally disconnected—military forays in its near periphery, as well as in the
Middle East and across Africa. While Russia may not possess the where-
withal to challenge the postwar order in a gradual, systemic manner, it
exploits the U.S. fear that a more restrained U.S. foreign policy would
create “vacuums” that Moscow and other subversive actors could fill.

CONCLUSION

A construct such as GPC that is neither fiscally sustainable nor politi-
cally tenable is unlikely to offer policymakers rigorous guidance for formu-
lating foreign policy. While specifying that China and Russia are its primary
foci, GPC fails to distinguish sufficiently between the respective challenges
that the two countries pose to U.S. national interests, and it actually risks
driving them closer together. The broader concern is that, absent clarifica-
tion, it essentially enjoins the United States to participate in a competition
of indefinite duration that traverses the globe and broaches every issue. A
foreign policy that avows the necessity
for tradeoffs in the abstract but admits
few, if any, in practice runs counter to Critically, though,
the elemental precepts of strategy. Washington must strive to

It bears repeating that the develop a vision of its place
preceding is meant to critique the . o, 1T Ly T o

at least as much from the

present conceptualization of GPC, not
to argue that there is no interpreta-
tion of that construct that could enable  P7nciples that it seeks
the pursuit of U.S. national interests. 20 advocate as from the
China and Russia do, individually and challenges that it secks to
in partnership, challenge U.S. national
interests and the postwar order, and the
United States should respond—selec-
tively, though, and in a manner that enlists its allies and generates domestic

repel.

support to the greatest extent possible. Critically, though, Washington
must strive to develop a vision of its place in the world that derives at least
as much from the principles that it seeks to advocate as from the chal-
lenges that it seeks to repel. In the aforementioned speech of his, Kennan
advised that the United States “ought to shape its foreign relations in such

VOL. 44:2 SUMMER 2020

89



90

THE FLETCHER FORUM OF WORLD AFFAIRS

a way as to help it to be what it could be to itself and to its world environ-
ment, bearing in mind, of course, that it is primarily by example, never
by precept, that a country such as ours exerts the most useful influence
beyond its borders.” If considered competition with China and Russia
enables the United States to redress its domestic dysfunction and restore its
global standing, historians a generation hence may well sing its praises. f
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